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Chapter 1 Get to Know Your Wireless Router

This user guide applies to the following four models: D301, D302, D151 and D152. The D301 is used as an example
throughout this user guide. The differences between the four products are listed below:

Model Wireless Speed USB Port RJ45 Port
D301v2.0 300M 0 4
D151v2.0 150M 0 4

-‘/ -
3
Wy Wy
D301v2.0 D151v2.0

ANote:

The USB-based features of Print Server and Storage Service are unavailable in D151, D152 and D302 which are not
built with a USB port.

1.1 What it does

The Wireless ADSL2+ Modem Router provides you with an easy and secureway to set up a wireless home network with
fast access to the Internet over a high-speed digital subscriber line (DSL). Complete with a built-in ADSL modem, it is
compatible with all major ADSL Internet service providers. It offers wireless speeds of up to 300Mbps needed for
demanding applications, such as large file transfers, streaming HD video, and multiplayer gaming. The unit comes with a
wide range of premium features and applications such as IPv6, TR069, SNMP, Multicast, IP tunnel, ready share USB,
IPTV service and parental controls, etc. Plus, with the router, you can access Internet via the ATM interface or Ethernet
interface.

1.2 Product Features

Wireless N speeds up to 300 Mbps for streaming HD videos and online gaming in addition to basic Internet applications.
All-in-one device combines a Built-in ADSL2+ modem, wired router, wireless router and switch
Sharable USB lets you access and share files on an attached USB hard drive (available only in D301)

1
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Sharable Printer lets you print from your Windows computer to a connected USB printer (available only in D301)
Advanced QoS helps prioritize media streaming and gaming applications for best entertainment experience

Parental Control keeps your kids Internet experience safe using flexible and customizable filter settings

One-touch WPS ensures a quick and secure network connection

WEP and WPA/WPA2 are supported for advanced encryptions

Compatibility: Works with all major ADSL Internet service providers (ISPs); backward compatible with 802.11b/g WiFi
devices

Interchangeable LAN/WAN ports to schedule the Ethernet port to function either as a LAN or a WAN port
Interchangeable LAN/IPTV to schedule the Ethernet port to function either as a LAN or an IPTV port

Optional Ethernet and ADSL Uplinks: Access Internet via ADSL2+ Broadband Internet Service or an interchangeable
LAN/WAN RJ-45 port

Multiple Internet Connection Types: Bridging, PPPoE, IPoE, PPPoA, IPoA, dynamic IPand static IP

IPTV Service lets your surf Internet while watching online TV

6000V lightning— proof design fits into lightning-intensive environment

Strong driving capability up to 6.5Km transmission distance

High speed ADSL speed up to 24Mbps downstream 1Mbps upstream

Built-in firewall prevents hacker attacks

Channel auto-select for optimum performance

FDM technology enables telephoning, faxing and surfing activities to proceed simultaneously without mutual
interference

Other Advanced Features: IPv6, DDNS, virtual server, DMZ, port triggering, IP filter, MAC filter and UPnP, etc.
Tenda Setup Wizard for easy and fast installation and configuration

Tenda Green: Use hardware Power On/Off and software WiFi On/Off buttons to turn on and off power and WiFi to save
energy when not in use

1.3 Package Contents

Your box should contain the following items:

Wireless Modem Router

Phone cable

Ethernet cable

ADSL2+ filter

Install Guide

Power adapter

> Resource CD

If any of the parts are incorrect, missing, or damaged, keep the carton, including the original packing materials and
contact your Tenda dealer for immediate replacement.

YV V.V V V VY

Chapter 2 Hardware Install

If you have not already set up your new router using the Install Guide that comes in the box, this chapter walks you
through the hardware install. To set up your Internet connection, see Chapter 3 Quick Internet Setup.

Front Panel
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The LEDs on the device are described below:

LED Status Description
Solid Power is supplied to the device.
PWR
Off Power is not supplied to the device.
Blinking System is functioning correctly.
SYS
Solid/Off System is functioning incorrectly.
Blinking Transmitting data wirelessly
WLAN Off Wireless is disabled.
Solid Wireless is enabled.
Slow Blinking Physical connection failure.
DSL Fast Blinking Synchronizing...
Solid ADSL connection is established.
Off No connection established.
LAN 1/2/3/4 | Blinking Transmitting data
Solid Connection is established.
Solid Client connected successfully.
Blinking The WPS LED starts blinking if you press the WPS button on the device or
WPS interface.
off If there is no wireless clients connected, the WPS LED turns off after blinking for
2 minutes.
usB Solid Connection is successfully established on the USB port.
(available
only in D301) Off Connection is not established on the USB port.
INTERNET Solid The current Internet client is connecting to the Internet but no data is transmitted
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via the Internet.

Blinking

The current Internet client is connecting to the Internet and data is transmitted via
the Internet.

Off

The current Internet client is not connecting to the Internet.

Back Panel

1A
UJ ® =] q) @'

-

USB 'WPS/RST PWR

1
ills

DsL

coEE

OMN/OFF |

Button & Interface

Description

DSL RJ11 port, for connecting the router to the Internet via a telephone line provided by your ISP.
LAN port or WAN port. When you access the Internet via the DSL, this port works as a LAN
1 port which can be used to connect to a PC, switch, or a router; when you access the Internet
via an Ethernet cable from your ISP directly, this port works as a WAN port.
Note: It works as a LAN port by default.
2/3 LAN port, used to cable the device to the local network devices such as computers.
LAN port or IPTV port. When IPTV feature is disabled, it works as a LAN port which can be
4 used to connect to a PC, switch or a router; when IPTV feature is enabled, it works as a IPTV
port, and it can only be connected to a Set-Top Box.
Note: IPTV feature is disabled by default.
USB Used to connect a USB device, such as a 3G USB modem, USB print server or storage
service.
Press it for 1-3 seconds to enable WPS-PBC feature;
WPS/RST . . .
Press it for 10 seconds to restore all configurations to factory defaults.
PWR Used to connect to the power adapter, which is included in the package.
ON/OFF Power switch to turn the router on or off.

ANote:

Please use the included power adapter. Use of a power adapter with different voltage rating may damage the device.

Follow the diagram below to install the device.

(
Connect to WAN/LAN port(4) | '
Internet Ethernet Cable
_Internet , EZE M@ooib
~" 4] ! — ’
I Phone Gable | 6

e

Connectto DSL{ If connecting directly to a DSL line)

5[
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Chapter 3 Quick Internet Setup

This chapter instructs you to quickly set up your Internet connection.

3.1 Log in to Web Manager

You can log in to the modem router’s web manager with the Setup Wizard on the included CD automatically or using a
web browser manually. The Setup Wizard on the auto-run CD can automatically configure your PC’s TCP/IP properties
and direct you to the web login window without requiring the IP address.

Using Setup Wizard

Before using the Setup Wizard, you should connect your router to the computer first, i.e., finish the Hardware Install.
1. Insert the included resource CD into your computer’s drive and the CD automatically runs. If the CD does not run

i ":S.
automatically, double click == . You will see the screen below.

Easy Setup Assistant

Wireless ADSL2+ Modem Router

Choose your language:
1 i IEninsh -
t Setup Please select the model of
Se de your ADSL device and click
"Start Setup” to install your
device correctly.

[—evonoisz [—eonosz
el

2. Select the responding product model, and click Start Setup and operate according to the onscreen instructions to set
the router. If you want to read the product’s user guide, click the responding product’s User Guide.

Using Browser

1. Set your PC to Obtain an IP address automatically. For more information, see Appendix 1 Configure Your

pPC.

2. Launch aweb browser and enter 192.168.1.1 to display the login window.
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Username:

Password:

Login Cancel

3. Enter admin in both the Login Username and Password fields if you access the router for the first time and then click
Login to enter the home page.

(:::_

QTip:

If you change the login username and password and forget them, press the WPS/RST button on the device for at least 7
seconds to reset the router, and then enter the home page with the default password “admin”.

3.2 Internet Setup

ADSL

Link Type: Select ADSL.

Select your country.

Select your ISP.

VPI and VCI fields will be populated automatically if you select a correct country and ISP.

Select your Connection Type, and fill the relevant Internet information, like PPPOE username and password

a kD E

from your ISP.
6. Configure your wireless network. (Recommended)
e  Setup your SSID.
o  Setup your wireless key.
7. Click OK to apply your configurations.
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—

—

DSL L'anlji'N lan2 Lan3 Wan/Land

N.ae ®

=

. Disconnected [l Connected

Connection Status Unconfigured

Primary Setup

Link Type @®ADSL  OETH

Country Other [v]

ISP Other [v]

VPIVCI VPI (0-255) V(I (32-65535)
Connection Type PPPOE ﬂ

User Name

Password

Wireless Setup

Wireless Enable

Wireless SSID

maxlength is 64

maxlength is 64

¥

Tenda_010001

(Up to 32 ASCID)

4% Advanced

s

IPTV

Wireless Key ssssassese []Show Key

Wireless Key is made up of 8-63 ASCII or 64 hex characters.

[ox]

Depending on the type of connection, you are prompted to enter your ISP settings, as shown in the following table:

Connection Type ISP Information

Enter the ISP login user name and password. If you cannot locate this information, ask your ISP

PPPOE/ PPPoOA o
to provide it.
Dynamic IP No entries are needed.
IPOE Enter the assigned IP address, subnet mask, and the IP address of your ISP’s primary DNS
Static (Fixed) IP server. This information should have been provided to you by your ISP. If a secondary DNS
server address is available, enter it also.
Enter the assigned IP address, subnet mask, and the IP address of your ISP’s primary DNS
IPOA Static (Fixed) IP server. This information should have been provided to you by your ISP. If a secondary DNS

server address is available, enter it also.

When Bridge mode is enabled, this device works as a modem. If you wish to initiate a dialup

Bridge directly from your PC for Internet access or enjoy the entire Internet connection by yourself

(instead of sharing it with others), you can select the Bridge.

ETH

1. Link Type: Select ETH.
2. Select your connection type according to your accessing method.
7
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3
4.
5
6

Configure your wireless network. (Recommended)

Setup your SSID.
Setup your wireless key.

Click OK to apply your configurations.

Connection Status

Primary Setup

Link Type

Connection Type

Wireless Setup

Wireless Enable

Wireless 5SID

Wireless Key

o lian

D5SL Lanl/iTV Lan2 Lan3 Wan/Land

—
-He o

. Disconnected ) Connected

Unconfigurad
O ADSL @ ETH
Bridge ﬂ

Tenda_123456 {Up to 32 ASCIT)

[ Show Key

Wireless Key is made up of 8-63 ASCI or 64 hex characters.

[ok]

27 Advanced

o PTV

Depending on the type of connection, you are prompted to enter your ISP settings, as shown in the following table:

Connection Type

ISP Information

PPPOE

your ISP to provide it.

Enter the ISP login user name and password. If you cannot locate this information, ask

Dynamic IP

No entries are needed.

IPoE

Static (Fixed) IP

Enter the assigned IP address, subnet mask, and the IP address of your ISP’s primary
DNS server. This information should have been provided to you by your ISP. If a

secondary DNS server address is available, enter it also.

Bridge

When Bridge mode is enabled, this device works as a modem. If you wish to initiate a
dialup directly from your PC for Internet access or enjoy the entire Internet connection

(instead of sharing it with others), you can select the Bridge.

ANote:

If your country and/or your ISP are not covered on the home page, please click the

° Advanced

button on the

home page and then select Advanced Setup -> Layer2 Interface -> ATM Interface and then click Add there to manually
configure the VPI and VCI. If you cannot locate this information, refer to Appendix 4 VPI/VCI List or ask your ISP to
provide it. For more information, see To Set up the ATM interface and To Set up WAN Service for ATM Interface.

f. After you configure all the above settings, click OK to save and apply them.

8
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g. Test Internet Connectivity
Launch aweb browser and enter www.tendacn.com. If the webpage displays properly, you are connected to the Internet.

3.3 Quick Wireless Security Setup

For security purpose, we strongly recommend you to customize a new security key. Simply enter 8-63 ASCII or 64 hex
characters.

(\:;.
1)Tip:
1. If you customize a new security key, write it on a sticky label and attach it to the bottom of the unit. You will need the

new security key if you wish to connect to the device wirelessly in the future.
2. To join your secured wireless network, see Appendix 2 Join Your Wireless Network.
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Chapter 4 Advanced Settings

This chapter describes the advanced features of your router.

The information is for users with a solid understanding of networking concepts who want to configure the router for
unique situations.

This chapter includes the following sections:

» Device Info

» Advanced Setup

* Wireless

« Diagnostics

» Management

Click Advanced on the home page to enter the screen below.

; =

Device Info Device Info

Advanced Setup

Wireless Board ID: 96318REF
DNMIBOSHes Build Timestamp: 130715_2201
Management

Software Version: 4.121L.08

Bootloader (CFE) Version: 1.0.38-114.185
DSL PHY and Driver Version: A2pG038i.d24h
Wireless Driver Version: 6.30.102.7.cpe4.121L08.0

Uptime: 0D OH 36M 28S

This information reflects the current status of your WAN connection.

Line Rate - Upstream (Kbps): Q

Line Rate - Downstream (Kbps): 0

LAN IPv4 Address: 192.168.1.1
Default Gateway:

Primary DNS Server: 0.0.0.0
Secondary DNS Server: 0.0.0.0

LAN IPv6 ULA Address:
Default IPv6 Gateway:

Date/Time: ThuJan 1 00:36:28 2014

4.1 Device Info

This section includes the following information:
10
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* Summary
* WAN

- Statistics
+ Route

* ARP

» DHCP

Summary

Here you can view system information and current status of your WAN connection as seen in the screenshot.

Device Info
Board ID: 96318REF
Build Timestamp: 130715_2201
Software Version: 4.12L.08
DHCP Bootloader (CFE) Version: 1.0.38-114.185
Advanced Setup DSL PHY and Driver Version: A2pG038i.d24h
Wireless
Wireless Driver Version: 6.30.102.7.cpe4.121L08.0
Diagnostics
Management Uptime: 0D OH 38M 10S

This information reflects the current status of your WAN connection.

Line Rate - Upstream (Kbps): 0
Line Rate - Downstream (Kbps): 0

LAN IPv4 Address: 192.168.1.1
Default Gateway:

Primary DNS Server: 0.0.0.0
Secondary DNS Server: 0.0.0.0
LAN IPv6 ULA Address:

Default IPv6 Gateway:

Date/Time: Thu Jan 1 00:38:10 2014

WAN

Here you can view the WAN Information including Interface, Description, Type, IGMP, NAT, Firewall, Status, IPv4
Address and VLAN ID as seen in the screenshot.

11
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WAN Info

Device Info
Summary Interface | Description | Type: vhnwmm| TPve | Igmp | ML HAT |Hrewall| Status |1Pv4 Nlnrlz-ss|va6 Address

|| wan | athi,t | ipoe_ethd | ok | Disabled |:'-.;=u|-__=|:-;—;hl-_-q||:-i\.-=hl:_J Disabled | Disabled | connected|  10.0..34 | (null)
Statistics
Route
ARp
oHCE
Advanced Setup
Wirghess
Diagnostics
Management

Statistics

Here you can view the packets received and transmitted on LAN/WAN ports.
Statistics--LAN: Displays the packets received and transmitted on the LAN ports as seen in the screenshot below.

Deviee ko Statistics — LAN
Summary
WAN Interface Received Transmitted
Statistics Bytes Pkts Errs Drops Bytes Pkts Errs Drops
LAN ;
athl 6E8006 444310 0 3222360(19329/0 ]
WAN Service
XDSL eth2 1] 0 0 0 0 ] 0 1]
oot etho 0 o 0 |0 0 0 0 o
ARP wild 13144 135 0 0 166455913629 /1475 0
DHCP
Advanced Setup
Wireless Reset Statistics
Diagnostics
Management

e
@Tip:

eth0, ethl, eth3 and eth3 respectively represent the LAN portl, LAN port2, LAN port3 and LAN port4 of the device.

Statistics--WAN: Displays the packets received and transmitted on the WAN ports as seen in the screenshot below.

12
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Statistics -- WAN

Device Info
Summary InterfacelDescription Received | Transmitted

. Bytes | Pkts [ErrsDropsBytesPktsErrsDrops
eth3.1 |ipoe_eth3 [3686241985/9250789) 0 | 0 |47971[633| 0 | 0O

Statistics
LAN

WAHN Service Reset Statistics
xDSL

Route

ARP

DHCP
Advanced Setup
Wireless
Diagnostics

Management

Route

Here you can view the route table as seen in the screenshot:

Device Info -- Route
Device Info
Summary Flags: U - up, ! - rejexr:tr G - gateway, H - hl:nSfEr R - reinstate
D - dynamic (redirect), M - modified {redirect).
WARN
Statistics Destination | Gateway | Subnet Mask | Flag | Metric | Service |Interface
192.168.1.0 |0.0.0.0 255.255.255.0|U ] bro
ARP ,
10.0.0.0 0.0.0.0 255.0.0.0 U ] ipoe_eth3 | eth3.1
DHCP
0.0.0.0 10.0.0.254 | 0.0.0.0 us (0 ipoe_eth3 | eth3.1
Advanced Setup
Wireless
Diagnostics
Management
ARP

Here you can view the IP and MAC addresses of the PCs that attach to the device either via a wired or wireless
connection as seen in the screenshot:

13
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Device Info -- ARP

Device Info

Summary IP address |Flags HW Address Device

WARN 192.168.1.220 | Complete | c8;9c:dc:3b:ac:89 | br0
Statistics 10.0.0.254

Complete | 78:e3:h5:9e:62:7d | eth3.1

Route
__ARP

DHCP
Advanced Setup
Wireless
Diagnostics

Management

DHCP

Here you can view the DHCP leases, including IP and MAC addresses of the PCs, hostnames and remaining lease time
as seen in the screenshot:

Device Info Device Info — DHCP Leases
Summary
WAN Hostname MAC Address IP Address Expires In
Statistics
alarmpi b8:27:eb:93:56:d0 | 192.168.1.2 | 0 seconds
Route
ARP SLIFANMIHOCPMZT c8:3a:35:caie7:1c | 192.168.1.4 | 0 seconds
DHCP android-714e12503adf4ead | c4:6a:b7:d1:38:0c | 192.168.1.6 | 0 seconds
Advanced Setup
) 5d235-5553 8:33:35:11:22:49 192.168.1.8 0 seconds
Wireless
Diagnostics
Management

14
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4.2 Advanced Setup

This section explains the following information:
« Layer2 Interface

* WAN Service

« LAN

* NAT

* Security

« Parental Control

« Quality of Service
* Routing

- DNS

*DSL

* UPnP

* Print Server

« Storage Service

« Interface Grouping
* IP Tunnel

« Certificate

» Multicast

- IPTV

4.2.1 Layer?2 Interface

Click Advanced Setup -> Layer2 Interface to enter the Layer2 Interface screen.

This router provides two Layer2 Interfaces:

- ATM Interface for ADSL broadband Internet service

- ETH Interface for connecting to the Internet via an Ethernet cable.

By default, system applies the ATM Interface (ADSL uplink).

If you directly connect to the ADSL line via a phone cable, firstrefer to To Set up the ATM interface and then skip to
To Set up WAN Service for ATM Interface.

Or if you connect to the Internet via a fiber/cable modem using an Ethernet cable, first refer to To Set up the ETH
interface and then skip to To Set up WAN Service for ETH Interface.

Mvics Infa
Advamncad g.,mp Choose Aad, of Rernove o conf gure DSL ATM mlerfaces
|| Layesa Tntesface |
N v ey W SR Peak Cell Rate Sustainabie Cell Rate Max Burst Size Min Cell Rate Link conn ¥ MPAAL
Dt aciin ] R (culsfs) (cellsis) {lrytes) (ot 5] Type | Mode | Qo5 |  Prec/Alfwaht
ETH Interface
REh Bancn fad | Ramoig
LA
MAT

Home Page

DL ATM Interface Configuration

uuuuuuuuu

Sacurity
Parantal Control
Dusslty of Semvice
Routing
3
DS
uPnp
Print Server
Stoage Service
Interface Groupmg
P Tunnal
Certificate
Multicast
Ty
Wireless
Diasgnostics
Management

15
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To setup the ATM interface

Select ATM Interface and click Add to configure it.

' IE i Hame Page

D51 ATM Tnterface Configuration

Device tfa

Advanced Setup hoass Add, o Remow to configure DSL ATM mntarfaces.

Layer2 Interface st Peak Cull Rata sustainable Coll Rata

mterloce Vi IVE | (oo || oy {osts/<)
E— e i o A 1 : -

WiAN Sarulce ﬂJ Rémeve

L

nay

Seturity

Parental Control

Quality of Service

Rauting

Max Burst Sire Min Coll Rato Link Conn w MPAAL
(k) fecllef ) fypo | Mode | Ged Brac/ Alg/ Wght

Remoue

ATM PVC Configuration

Device Info
Advanced Setup ) .
This screen allows you to configure a ATM PVC.
Layer2 Interface
——
VPRI O [0-255]
ETH Interface ——
VI 35 [32-85535]
WAN Service
LAN
Select DSL Latency
NAT
W patho (Fast)
Security

T pathi (Interleaved)
Parental Control

Quality of Service i
Select DSL Link Type (EoA is for PPPoE, IPoE, and Bridge.)

Routing
DHS & Eoa
e ' pppoA
UPRP € IPoA
Print Server
Storage Service Encapsulation Mode: |LLCISNAP-BRIDGING ]
Interface Grouping
IP Tunnel Service Category: ILJEIR Without FCR j
Certificate
Multicast Minimum Cell Rate: |—1 [cells/s] (-1 indicates no shaping)
IPTV
Wireless Select Scheduler for Queues of Equal Precedence as the Default Queue
Diagnostics  Weighted Round Robin
Management € Weighted Fair Queuing

Default Queue Weight: |1 [1-83]

Enter the VPI and VCI values, Select a DSL Link Type (Internet connection type): EoA (EoA is for PPPoE, IPoE, and

Bridge.), PPPoA or IPoA, leave other options unchanged from factory defaults and click Apply/Save and then refer to
16
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To Set up WAN Service for ATM Interface to configure the WAN service for Internet access.

(\:;.

\)Tip:

If you are unsure about the VPI/VCI parameters, see Appendix 4 VPI/VCI List. Or if your ISP and the VPI/VCI
information is not covered there, ask your ISP to provide it.

To setup the ETH interface

Select ETH Interface and click Add to configure it.

ETH WAN Interface Configuration
Device Info
Advanced Setup Choose Add, or Remove to configure I:TIH WAN interfaces.
Allow one ETH as layer 2 wan interface.
Layer2 Interface

ATM Interface Interface/(Name) | Connection Mode | Renwve|

WAN Service Add Remaove |
LAN

NAT

Security

Parental Control

Quality of Service

Device Info

Advanced Setup ETH WAN Configuration
Layer2 Interface his screen allows you to configure a ETH port

ATM Interface
If below option s blank, go to the Interface Grouping screen and remaove the eth3 you have added.

WAN Service Select a ETH part:
LAN ethi/athd w|
NAT
Security Ea_df Aa_phﬂs_-af

Parental Control

Quality of Service

Routina

The Ethernet port configured here is to function as a WAN port. Only one LAN port can be configured as the WAN port
at a time. After you finish your settings, click the Apply/Save button and then refer to To Set up WAN Service for ETH
Interface to configure the WAN service for Internet access.

s
f‘)Tip:

eth0, ethl, eth3 and eth3 respectively represent the LAN portl, LAN port2, LAN port3 and LAN port4 of the device.

17
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4.2.2 \WAN Service

This router provides two WAN services:
- WAN Service for ATM Interface (ADSL uplink)
- WAN Service for ETH Interface (Ethernet uplink)

To Set up WAN Service for ATM Interface

If you configured the ATM Interface (ADSL uplink), follow steps below to configure the WAN service:

Click Advanced Setup -> WAN Service and then click the Add button. Select the interface you have configured.
Depending on the type of connection, you will come to different screens and be prompted to enter your ISP settings
accordingly. Select one connection type from the five Internet connection types as shown in the following table (If you
are unsure, consult your ISP.):

Internet Connection Type ISP Information

Enter the ISP login user name and password. If you cannot locate

PPPOE/PPPOA . _ .
this information, ask your ISP to provide it.
IPoE Dynamic IP No entries are needed.
(If your ISP uses DHCP to assign
your IP address or if your ISP Enter the assigned IP address, subnet mask, and the IP address of
i i i your ISP’s primary DNS server. This information should have been
assigns you a static (fixed) IP Static (Fixed) 1P _ _
address, IP subnet mask and the provided toyou by your ISP. If a secondary DNS server address is
gateway IP address, you need to available, enter it also.

select the IP over Ethernet (IPoOE).

Enter the assigned IP address, subnet mask, and the IP address of

your ISP’s primary DNS server. This information should have been

IPOA Static (Fixed) IP . .
provided toyou by your ISP. If a secondary DNS server address is

available, enter it also.

If you wish to initiate a dialup directly from your PC for Internet

Bridging access or enjoy the entire Internet connection (instead of sharing it

with others), you can select the Bridging and then click Next.

(\::_
QTip:
For PPPoOE, IPoE, and Bridging Internet connection types, you must first select EOA on the ATM Interface Screen. For
more information, see To Set up the ATM interface.

PPP over Ethernet (PPPOE)

If you have selected the EoA from the ATM Interface screen in Layer2 Interface, you will see the screen below when
you click the WAN Service tab, select the configured interface and click Next.

18
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Device Info
Advanced Setup

Layer2 Interface
ATM Interface
ETH Interface

LAN

NAT

Security

Parental Control

Quality of Service

Routing

DNS

DSL

UPnP

Print Server

Storage Service

Interface Grouping

IP Tunnel

Certificate

WAN Service Configuration

Select WAN service type:

& PPP over Ethernet (PPPoE)
1P over Ethernet

' Bridging

Enter Service Description: | pppoe 0 0 35

For tagged service, enter valid 802.1P Priority and 802.1Q VLAN ID.
For untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID.

Enter 802.1P Priority [0-7]:

Enter 802.1Q VLAN ID [0-4094]:

Network Protocal Selection:
IPV4 QOnly |

Back | MNext

Select PPPoE.

>won e

Click Next.

Edit the Enter Service Description. This field is optional. We recommend that you keep the default.
Select a network protocol: IPv4, IPv6 or IPv4 & IPv6 (dual stack).

ANote:

If you select IPv6 or IPv4 & IPv6 (dual stack), skip to IPv6.

Device Info

Advanced Satup
Layer2 Interface
ATM Interface
ETH Interface
|_WAN Service |
LAN
NAT
Security
Parental Control
Quality of Service
Routing
DNS
DSL
uPnP
Print Server
Storage Service
Interface Grouping
IP Tunnel
Certificate
Multicast
PTV
Wireless
Diagnostics

Management

PPP Username and Password

PPP usuzlly requires that you have a user name and password to establish your connection. In the boxes below, enter the user name and password that your ISP has provided to you.

PPP Username:
PRP Password:

PPPoE Service Name:

Authentication Method: [AUTO W

il

MAC Clone: [] Clons MAC
MTU: (5761492, default:1452)
B Enable Fullcone NAT

ONLY IF REQUIRED -- DISABLES NETWORK ACCELERATION AND SOME SECURITY

[ ial on demand {with idle timeout timer)

Enable Firewall

O  use Static IPv4 Address

[0 Enable PPP Debug Mode

[ EBridge PPPoE Frames Between WAN and Local Ports

Multicast Proxy

[ Enable 16MP Mulbicast Praxy

19
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PPP Username: This is for logging in to your ISP. If you cannot locate this information, ask your ISP to provide it.

PPP Password: This is for logging in to your ISP. If you cannot locate this information, ask your ISP to provide it.
PPPoE Service Name: This information is provided by your ISP. Only enter it if instructed by your ISP.

Authentication Method: This is used by ISP to authenticate the client that attempts to connect. If you are not sure,
consult your ISP or select Auto.

MAC Clone: Clicking this button copies the MAC address of your PC to the router. Many broadband ISPs restrict
access by allowing traffic only from the MAC address of your broadband modem, but some ISPs additionally register the
MAC address of the network interface card in your computer when your account is first opened. They then accept traffic

only from the MAC address of that computer. If so, configure your router to “clone” the MAC address from the
authorized computer.

MTU: Short for Maximum Transmission Unit, the largest physical packet size, measured in bytes, which a network can
transmit. Any messages larger than the MTU are divided into smaller packets before being sent. The default MTU is
1492 bytes. For some ISPs, you might need to change the MTU. This is rarely required, and should not be done unless
you are sure it is necessary for your ISP connection.

Dial on demand: Connect to ISP only when there is traffic transmission. This saves your broadband Internet service bill.

PPP IP extension: If enabled, all the IP addresses in outgoing packets including management packets on the WAN port
will be changed to the device's WAN 1P address. Only change the default settings if necessary.

Enable PPP Debug Mode: Only enable this feature if supported by your ISP.

Bridge PPPoE Frames Between WAN and Local Ports: If enabled, PPPoE dialup frame from LAN side will directly
egress the WAN port without modification.

Multicast Proxy: If enabled, the router will use multicast proxy.

IPv6
If you select IPv4 as the network protocol, skip this section.
Tenda
Device Info 1 pep1p extension "
Aahvanced Setup
Eoopea Ty Fais L] use statc 1P Address
i [ use srane tpvs Address
AT
Security
Parental Control ] Enable 1Pvb Unnumbered Model
Quality of Sarvice
Routing o
DS M Launch o
DsL
UPnP
Prat Deprer [ s ode
Storage Service
Inteaface Grouping [ endge PrroE Frames Bstwean WaN and Local Ports
IP Tunmel
Certificate
Multicast Multicast Prooy
Y C]  Enabla TGMP Mulkicast Proxy
Wirelass
Diagnostics _| Mo Mutticast W
Management
L] Enstle mLD mutticast Proxy
] v

Check Launch Dhcp6c for Prefix Delegation (IAPD).

If your ISP is using stateful DHCPv6, check Launch Dhcp6c for Address Assignment (IANA) also. Or configure a
static IP address.

Click Next -> Next -> Apply/Save.
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WAN Gateway

Device Info Routing -- Default Gatoway
Advanced Setup
Layer? Interfacn
ATM Interface Diafauit getoway intarfacs & @n have mukipl WAH rtar
ETH Intesface
|| e servc: |
Law Selacted Default Available Routed WaN

nav Gatovay Interfaces Interfaces

Harme Page

Seciity

Parental Cankrol
Quakty of Sarvice
Routing j
DS = ]
DS

upne

Print Server

Storage Servie

Tnterface Grouping

1P Tunnel

Cartificate

Mubticast

1PTY
Wiraless eml Pzt
Magnostics
Hanagement

Here you can configure the WAN gateway address. After you configure it click Next. The default setting is
recommended.

ANote:

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be
used according to the priority with the first being the highest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in again.

WAN DNS

Device Info DHS Server Configuration

Advanced Setup
Liver2 Tntarfacs selack DNS Saneer Ircarfacs rom aveiabls WAN interfaces DR enter setc DNS servar P 3cdrassas for the system. In AT moda, £ onke 3:sngl PVC wih 1Pod or st IPOE profoca! 5 configured, S50 DS sanver I addrasses st ba
ATH Interface

ETH Interface
Lan
HAT

Security

Parental Control

Quaity of Service

Routing ppp0 T

DS

nsL __,J

UPnP

Print Server ﬂ
Stomage Service
Interface Grouping
TP Tusnel
Cartificata
Huifricast Fmaty Db
PTV

Wirehass

Diagnostcs

Managament

Here you can configure the WAN DNS address:

-Click the Select DNS Server Interface from available WAN interfaces option

-Or select the Use the following Static DNS 1P address option and enter static DNS server IP addresses for the system
And then click Next.

A

Note:
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1.DNS Server Interfaces can have multiple WAN interfaces served as system DNS servers but only one will be used
according to the priority with the first being the highest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in again.

2. In ATM mode, if only a single PVC with IPoA or static IPOE protocol is configured, Static DNS server IP addresses
must be entered.

3. If you cannot locate the static DNS server IP information, ask your ISP to provide it.

Device Info WAN Setup - Summary
Advanced Setup
Layer2 Interface Make sure that the settings below match the settings provided by wour ISP.
ATM Interface
ETH Interface Connection Type: PPPcE
L & NAT: Enabled
LAN
NAT Full Cone NAT: Disabled
Security Firewall: Enabled
Parental Control IGMP Multicast:  Disabled
Quality of Service
Quality Of Service: Disabled
Routing
DNS
DSL Click "Apply/Save” to have this interface to be effective. Click "Back” to make any modifications.
uPnP Elackl
Print Server

Storage Service

Here you can view your configurations. Click Apply/Save to save your settings if everything is correctly set.

wide Area Network [WAN) Service Setup
Device Info

1 C e Add, Remove or Edit to configure a WAN ssrvice over & sslected intsrfocs.
Advanced Setup Choose Add, Rer or Edit to contigure a SErvi era s=lected inl
Layer2 Interface

Interface | Descrpbion | Type | Vian802p | VianMuxid | lgmp HAT | Firewall| IPvh Ml | Remove Edit
ATHM Interface

ETH Interface prpl.i  |pppoe_(_0_35 | PP NfA WA weabled | Enahled | Enabled | hsabled | Disablied O Edit
|_wan Serce |

LAN

NAT A | Remawe

Seounty

Pargntal Control
Quality of Sarvicz
Routing

When the PPPoE connection is successful, you can access the Internet.
IP over Ethernet (IPoE)

If your ISP uses DHCP to assign your IP address or if your ISP assigns you a static (fixed) IP address, IP subnet mask
and the gateway |P address, you need to select the IP over Ethernet (IPoE).

If you have selected the EoA from the ATM Interface screen in Layer2 Interface, you will see the screen below when
you click the WAN Service tab, select the configured interface and click Next.
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WAN Service Configuration

Device Tnfo

Aahranced Setup Selack WAN seracs typa:
Layerd Interface ' PPP aver Ethemet (PPPOE)

®) 1 aver Etheret

Lan I Bridging
NAT
Security
Parental Control Enter Senace Description: | ippe_eth
Quiality of Service
Hoateg Far tagged service, anter valid 80217 Prionty and S02.1¢) VLAN 0.
DS For untagged service, st -1 to both 802,19 Priority and 802.10 VLAN ID.
L

Enter 802.1F Priority [0-7] 1
e Erter 802,10 VLAN 10 [0-4094]:

Print Server

Storage Service

Intesface Grouping Mebwork Protoca Selecion:

1PV4 Onily

1P Tunmel 1Py & PYRI DG Stack)

Ccentificate \Pv6 Only

Multicast CE

TV =
Wireless
Diagnostics

=118

Select IPoE.

Edit the Enter Service Description. This field is optional. We recommend that you keep the default.
Select a network protocol: IPv4, IPv6 or IPv4 & IPv6 (dual stack).

Click Next.

ANote:

If you select IPv6 or IPv4 & IPv6 (dual stack), skip to 1Pveé.

Device Info WAN IP Settings
Advanced Setup
Layer2 Interface Enter information provided to you by your ISP to configure the WAN IP settings.
ATM Interface Motice: If "Obtain an IP address automatically” is chosen, DHCP will be enabled for PVC in IPoE mode.
ETH Interface If "Use the following Static IP address” is chosen, enter the WAN IP address, subnet mask and interface gateway.
LAN & Obtain an IP address automatically
NAT Option 60 Vendor ID: |
Security Option 61 IAID: I (8 hexadecimal digits)
Parental Control Option 61 DUID: I (hexadecimal digit)
uality of Service
Quality Option 125: & Dizable ' Enable
Routing -
€ Use the following Static IP address:
DHS
WAN TP Address: |
DSL
UPRP WAN Subnet Mask: I
Print Server WAN gateway IP Address: I

Storage Service

Obtain an IP address automatically: This allows the router to automatically acquire IP information from your ISP or
your existing networking equipment.
Use the following Static IP address: This allows you to specify the Static IP information provided by your ISP or that
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corresponds with your existing networking equipment.

WAN [P Address: The Internet IP address provided by your ISP for accessing Internet.

WAN Subnet Mask: The subnet mask address provided by your ISP for accessing Internet.
WAN gateway IP Address: The gateway IP address provided by your ISP for accessing Internet.

IPV6

If you select IPv4 as the network protocol, skip this section.

WAN 1P Sottings
]
Dewice Tnfo
Aadhranced Setup Enter mFormation provided o you by your 159 to configura the WIAN [P settings.

Layer2 Interface Motice: T "Dbtain an TP address automaticaly” is chasan, DHOP will be enabled for PNC in TROE made,

If "Liga the followang Static 10 adedress” iz chosen, Bnter the WAN IF address, subnet mask and imterfacs gateway.

AN

AT @ obtain an TP address automatically

security Option &0 Vender To:

Faireuital Dption 61 LAID: {8 heszdecimal digits)

Quality of Sarvice 2 !

Option &1 OUID; (headeamal dige)

e Option 125: ® pisable ) Enable

DSsL o Use the fofowing Stabc IF address:

UPnP WAK TP Adrlress!

Print Server WAN Subnet Mask;

Storage Service VAN gateway IF Address:

Inteaface Grouping

IP Tunmel

Certificate Enter infarmation provided b you by your TSP to configura the WAN [PV setiings:

Multicast Notce:

Ll IF "Obtain an IPvi address automatically” is chosen, DHOPYS Chient wall be enabled on this WAN mtarface.
Wireless TF *Lise the following Static TP address" is chosen, arter the static WAN TPvG address, Tf the address prefix length is nat spacified, it will ba default to /64,
Diagnostics
MBIl @) (btain an 1#v6 address sutomaticalfy

afiy Delegation (TAPD)

To obtain an IP address automatically:

Select Obtain an 1P address automatically.

Check Launch Dhcpéc for Prefix Delegation (IAPD).

If your ISP is using stateful DHCPv6, check Launch Dhcp6c for Address Assignment (1ANA) also.
Click Next -> Next -> Apply/Save.

WAN IP Settings
Device Tnfo
Advanced Setup Enter mformation provided to you by your ISP to configure the WAN [P settings.
Layer Interface N “Dhbtain an TP address automaticaly” i chos DHOP will pat far PVT in TPaE mode,
IF *Lise the following Static 17 address” iz chosen, enter the WAN IF address, subnet mask and Interface gateway.
Lan
AT @ obtain an TP ardress automaticalfy
Ehany Option 60 Vendor TD:
Pl o Option 51 LAID: {8 hesdecimal digits)
Quality of Service TN =
Option 61 DUID: (hexadeomal dige)
o Option 125: ® nDisabla ‘) Enable
DSL ) Use the fofowing Static IP address:
uPnp WAN TP Adddress;
Print Server WAN Subnet Mask:
Storage Service WAN gateway IF Address:
Intesface Grouping
1P Tunnal
Certificate Enter informiation provided & you by your T8 to confiqura the W [PV settings.
Multicast Notices
Ll IF "Obkain an IPvE address automatically” is chosen, DHOPYE Chienk well ba enabled on this WAN mtarface.
Wireless TF *Uise the tollowing Static Pwh address" is chosan, anter atic WIAN TPv6 adclress, TF the add efie langth is nat spacified, i will be default to /64,
Diagnostics
MmBICHICAL @) btain an 1#v6 address sutomaticalty
] Dhepy Address Assiqnment [TANA)
M Dhapve Prafix Dedegation (147D)
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To configure a static IPv6 address
Select Use the following Static 1Pv6 address.
Configure WAN IPv6 Address/Prefix Length and WAN Next-Hop IPv6 Address.

Devica Info Use the fofewing Stabic IF address: ~
Advanced Setup WAN TP Address:
Layer2 Interface WAN Subnet Mask:
WIAN gateway IP Afdress:
Lan
NAT
Security Eriter information provided t you by yeur 152 o configura the WAN TR sattings,
Parental Control Notice:
Quality of Service IF "Obtan an WPy address automatically” is chosen, DHOPYG Chient will be enabled on this WAN mterface.
Routing If "Use the tollovding Static IPwE address" is chosen, enter bhe static WAN IPvG address. If the address prefix length is not spacified, it will be default to /64,
DS
DSl ) Obtain an PG adress automaticafly
ki 2 Dhepué Address fssignment [TANS)
Print Servar
—— o Dhcpus Prafi Dedegation {TAPD)
Interface Grouping %! Usa the follewing Stabic IPv6 address:
IP Tunmel WAN 1PvE Address/Prefix Langth: 20001
Certificate
Multicast
PTV Specty the Next-Hop IPv6 address for this Wian interface.
Wireless Motice: This address can be either a nk local or a ghobal wnicast IPvE address.
Diagnostics WAN Next-Hop TP Address: 20131
Management
(o [ v

Click Next -> Next to enter the screen below.

SEUOHTTRS 'Servel e e AV VRN T T e
~
Dewvice Tnfo
Advvanced Setup pppl.1 sthil 3
pppid
Layerd Interface
Bl
san =
NAT
Security
Parental Control
Quality of Sarvice Usa the following Static DNS 1P address:
Routing Primary DN server:
DS Secondary DNS server:
DSsL
UPnP
Prout Snme IPufi: Seleet the conflqured WAN Intarface for IPVE DNS server infornation OR enter the stalic TPuS DNS server Ardrasses
Sy ke Mote that selecting 3 WAN interface for [Pvh DS server will enable DHCPG Oeent on that interface.
Intesface Grouping
1P Tunnal
! Dbtain IPvE DNS info from a WAN interface:
Certificate
WN Interfacs 5 s pppoe_an v
Multicast i
PTY 1) s the fullowing SIEtc TG DNS diress:
- e
Diagnostics secondary IPw6 DINS server:
Management
Back || Maxl W

Select Use the following Static IPv6 DNS address and manually enter the DNS server address. If you have two DNS
server addresses, enter the second also.
Click Next -> Apply/Save.

ANote:

If "Obtain an |IP address automatically" is chosen, DHCP will be enabled for PVC in IPoOE mode.
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T - )

Device Info Network Address Translation Settings
Advanced Setup
Layer2 Interface Network Address Translation (NAT) allows you to share one Wide Area Network (WAN) TP address for multiple computers on your Local Area Network (LAN).

ATM Interface

ETH Interface M Enable nAT
bl
[T Enable Fulcone NAT
LAN
NAT s
Security i} Enable Firewal

Parental Control

Quality of Service

Routing IGMP Multicast

DNS

Bl ™ Enable IGMP Multicast
upnp

[T o Mulicast VLAN Fitter
Print Server

Storage Service

Interface Grouping

IP Tunnel
Certificate Back| Mext
Multicast

Here you can configure the NAT settings. If you are unsure about the options, please keep the default settings and then
click Next.

Hors Pags

Deuice Tnio Routing — Default Gateway
Selvarced Setup
Layer2 Tnbesface

ATH Interfzcs
ETH Interfage

|| wan sennce |

LAN

NAT Gatwway Intarfaces tmterfacos

Seruriry

Parental Contral oopo1 aumil.2

BQuality of Service

Avaitsie Routed WAN

Routing -
oS
D3L
unp
Print Server
Storage Sarvic
Lnterfae Grouping
T Tunnal
Certificate
Multicast
Py K
Wyl ] Ty
Dragnostscs
Management

Here you can configure the WAN gateway address. Default gateway interface list can have multiple WAN interfaces
served as system default gateways but only one will be used according to the priority with the first being the highest and
the last one the lowest priority if the WAN interface is connected. Priority order can be changed by removing all and
adding them back in again.

If you are unsure about the options, please keep the default settings and then click Next.
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=

Device Info OHS Server Configuration
Advanced Setup
LayerZ Interface Belock DMS Sancer Interface from svaishia WAH mbarfacas DR antor smbc DNS sarvar T addressas for tha systom. In ATM me ril 2 srgle PUC wich Trod ar statc 10oE protocal = corfigured, St ONE sanver [P addrecsas must

ATH Interfame
ETH Intesface DHS Sarver Interfaces can Have mubink WAN rterfaces s
|| WA Seruice | wnected. Franty order can he changed hy removng 3t

Hav 7 Select DNS Server Interface from avadable WAN interfaces:

Security

Parental Control Interfaces

Quality of Service

Routing
DRS.

BsL ﬂ

upnp

[amiz

Frnt Server . J
Storage Savice

Intesface Grouping

1P Tunnal

Certificate T use the following Static ONS 1P zddress

Milticast iy TG S
TV Sacondary NS sarv

Wirclacs
Diagnoshcs:
Management

Here you can configure the WAN DNS address:

-Click the Select DNS Server Interface from available WAN interfaces option

-Or select the Use the following Static DNS 1P address option and enter static DNS server IP addresses for the system
And then click Next.

ANote:

1. DNS Server Interfaces can have multiple WAN interfaces served as system DNS servers but only one will be used
according to the priority with the first being the highest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in again.

2. In ATM mode, if only a single PVC with IPoA or static IPoE protocol is configured, Static DNS server IP addresses
must be entered.

3. If you cannot locate the static DNS server IP information, ask your ISP to provide it.

Device Info WAN Setup - Summary
Advanced Setup
Layer2 Interface Make sure that the settings below match the settings provided by your ISP

ATM Interface

ETH Interface Connection Type: IPoE
WA Service | -
L = NAT: Enabled
LAN
eT Full Cone NAT: Disabled
Security Firewall: Enablad
Parertal Lontol IGMP Multicast:  Disabled

Quality of Service
Quality Of Service; Disabled

Routing
DNS

DSL Click "Apply/Save" to have this interface to be effective. Click "Back" to make any modifications.

uPnP Eackl ApplyEave |

Print Server

Storage Service

Here you can view your configurations. Click Apply/Save to save your settings if everything is correctly set.
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wide Area Hetwork (WAN) Service Setup
Devece Info
Advanced Satup Choose Add, Remove or Edit to configure a8 WAN service over a selected interfoce.

Layer2 Interfaca

Interface Description | Type | VianB021p
ATM Interface 1 1 1

VianMuxeld | Igmp NAT |Frewall| PG Mid Edit

_Ea |

Remove

ETH Interface atm0.2 |izoe_0_0 35| [PoE N/a MfA Dizzblzd | Enabled | Enabled | Disabled | Disabled r

WAH Servioe

LAN

HAT Add | Remoue
Security

Parental Control

When the IPOE connection is successful, you can access the Internet.

Bridging

If you wish to initiate a dialup directly from your PC for Internet access or enjoy the entire Internet connection (instead
of sharing it with others), you can use the Bridging DSL link type and create a dialup program on your PC.

If you have selected the EoA from the ATM Interface screen in Layer2 Interface, you will see the screen below when
you click the WAN Service tab, select the configured interface and click Next.

WAN Service Configuration
Device Info
Select WAN service type:
' PPP over Ethernet (PPPGE)
1P over Ethernet

Advanced Setup
Layer2 Interface
ATM Interface

& Bridging
ETH Interface
LAN Enter Service Description: |br 0 0 35
NAT
Security For tagged service, enter valid 802.1P Priority and 802.1Q VLAN ID.
parental Control For untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID.

Quality of Service
Routing

DHNS

DSL

UPnP

Enter 802.1Q VLAN ID [0-4094]:

Enter 802.1PF Priority [0-7]: |_1
|-1

Print Server

Storage Service

Interface Grouping Back | Mext |
IP Tunnel

Certificate

The Enter Service Description field is optional. We recommend that you keep it unchanged from default and click
Next.
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Device Info WAHN Setup - Summary
Advanced Setup
Layer2 Interface Make sure that the settings below match the settings provided by your ISP.

ATM Interface

ETH Interface Connection Type: Bridge
| WAN Service | L
D NAT: Diszhled
LAN
NAT Full Cone NAT: Disablad
Security Firewall: Disabled
Parental Control IGMP Multicast: | Not Applicable

Quality of Service
Quality Of Service: Disabled

Routing

DNS

DSL Click "Applhy/Save" to have this interface to be effective. Click "Back” to make any modifications.

UPnpP Elackl AppIyISavel
Print Server

Here you can view your configurations. Click Apply/Save to save your settings if everything is correctly set.

Wide Area Network (WAN) Service Setup
Device Info

Advanced Setup Choosa Add, Remaowe or EQIL to corfigure a WAN sarvice over 3 selected interface,

Layer2 Interface
ATM Interface
ETH Intesfare atmi.1 br_0_0_33 |Bndge A Ny Dizabled | Dizabled | Diszbied | Dicsbled | Dizabled = Edi:

| _WAN Service |

LAN

NAT Add Remoue

Secunty

Intertace | Description | Type [ Vian8021p | Vianbucdd | Tgmp HAT |Frewall, TPvh Mid |Remowve| Edit

Parental Control

Duality of Service

When the bridging connection is successful, you can access the Internet.

ANote:

To configure multiple WAN connections, simply configure multiple ATM interfaces and then follow the instructions
above.

PPPOA

If you have selected the PPPoA from the ATM Interface screen in Layer2 Interface, you will see the screen below
when you click the WAN Service tab, select the configured interface and click Next.
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Device Info
Advanced Setup
Layer2 Interface
ATM Interface
ETH Interface
LAN
NAT
Security
Parental Control

Quality of Service

WAN Service Configuration

Enter Service Description: Ipppga 0035

Metwork Protocal Selection:

P4 &IFvE{Dual Stack)
IPvE Only

Back | Mext |

Edit the Enter Service Description. This field is optional. We recommend that you keep the default.
Select a network protocol: IPv4, IPv6 or IPv4 & IPv6 (dual stack).

Click Next.

Tenda

Device Info
Advanced Setup
Layer2 Interface
ATM Interface
ETH Interface
WAN Service
LAN
NAT
Security
Parental Control
Quality of Service
Routing
DNS
DSL
UPnp
Print Server
Storage Service
Interface Grouping
1P Tunnel
Certificate
Multicast
PV
Wiraless
Diagnostics

Management

PPP Username and Password

PPP usuzly

PPP Username: 123

PPP Pa

[T Use static Pv4 Address

7 Enable PPP Debug Mode

Multicast Proxy
7 Enable IGMP Multicast Proxy

equires that you have 3 user name and password to

establish your connection. In

Elackl Nex‘tl

PPP Username: This is for logging in to your ISP. If you cannot locate this information, ask your ISP to provide it.
PPP Password: This is for logging in to your ISP. If you cannot locate this information, ask your ISP to provide it.
Authentication Method: This is used by ISP to authenticate the client that attempts to connect. If you are not sure,

consult your ISP or select Auto.

Dial on demand: Connect to ISP only when there is traffic transmission. This saves your broadband Internet service bill.
Enable PPP Debug Mode: Only enable this feature if supported by your ISP.
Bridge PPPoE Frames Between WAN and Local Ports: If enabled, PPPoE dialup frame from LAN side will directly

egress the WAN port without modification.
Multicast Proxy: If enabled, the router will use multicast proxy.

If you are not sure about the options on this screen, simply enter your ISP user name and password and leave the other

options unchanged from defaults. Click Next to enter the following screen.
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WAN Gateway

Dewics [ifn
Advwanced Setugp
Eayer? Interface
ATH Interface

Parantal Control

Quality of Senvie

Storsge Sarviea
Interface Grouping
1P Tunne!
Cartificata
HMulticast
TV

Wiraless

Dagnasbes

Management

Routng — Default Gateway

ETH Interface
|\ an seance |
LAN Sefected Default fuaiable RouTed WAN
NAT Gateway Tnterfaces Tvterfaces
Security

Routing =
oS j
[+

g

Print Server

Heme Fags]

Here you can configure the WAN gateway address. After you configure it click Next. The default setting is

recommended.

ANote:

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be

used according to the priority with the first being the highest and the last one the lowest priority if the WAN interface is
Priority order can be

connected.

changed by removing all

and adding

them back in

again.

WAN DNS

Device Info
Advanced Setup
Layer2 Interface
ATH Interface
ETH Interface
|__WAn Service |
LAN
HAT
Soomity
Farental Controal
Quality of Service
Routing
oHs
5L
upnp
Print Server
Storage Service
Interface Groupng
P Tunmeal
Certificate
Multicast
™IV
Wireless
Diagnostics
HManagement

DNS Server Configuration

lect DS Server Tibeface fiom 2vakible WAN itaifaces OR enter static DS sanver [P addresses for the svsbem [ AT mode, if or

DNS Sarver Interfaces can have mubpie WAN nterfacss sar ystam dns sanvers but ai & wil ba used accor

\marad, Prarny arder can be changed By ramnyng 2 3nd 3odng tham sack 1 agan

®  Salect DNS Server Interface from avallabie WAN intesfaces:

T tea tho fofowing Static DRS TP addross:

R e

Primary DHS serve

Here you can configure the WAN DNS address:

-Click the Select DNS Server Interface from available WAN interfaces option

-Or select the Use the following Static DNS 1P address option and enter static DNS server IP addresses for the system
And then click Next.
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ANote:

1. DNS Server Interfaces can have multiple WAN interfaces served as system DNS servers but only one will be used
according to the priority with the first being the highest and the last one the lowest priority if the WAN interface is

connected. Priority order can be changed by removing all and adding them back in again.

2. In ATM mode, if only a single PVC with IPoA or static IPOE protocol is configured, Static DNS server IP addresses

must be entered.

3. If you cannot locate the static DNS server IP information, ask your ISP to provide it.

Device Info
Advanced Setup
Layer2 Interface

ATM Interface
ETH Interface

LAN

NAT

Security

Parental Control

Quality of Service

Routing

DHNS

DSL

uPnP

Print Server

WAN Setup - Summary

Make sure that the settings below

Connection Type:

PPPoA

NAT:

Full Cone NAT:
Firewall: Enabled

IGMP Multicast:

Quality Of Service: Enzbled

Click "Apply/Save" to have this interf;

match

L= 4

the settings provided by your ISP

to be effective. Click "Back" to make any modifications.

Back | ApplyiSave |

Here you can view your configurations.

Click Apply/Save to save your settings if everything is correctly set.

Device Info
Advanced Setup
Layer? Interface
ATH Intesface
ETH Interface
|__WAN Service |
LAN
HAT
Security
Parental Control

Quakity of Service

Interface| Description

ppposd | pppos 0 6

Wide Area Network (WAN]} Service Setup

Choose Add, Remove ar Editto configure & WAN servics aver a seleciad interface
Type Vian80Zip | VianMuxId | Igmp MHAT (Firewall| IPve Mid |Remowe| Edit
35| FPFoA HYA e Disabled | Enabled | Ensbled | Dizabied |Disabled r Edi

Aod Remine |

When the PPPoA connection is successful, you can access the Internet.

IPOA

If you have selected the IPoA from the ATM Interface screen in Layer2 Interface, youwill see the screen above when

you click the WAN Service tab, select the configured interface and click Next.
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WAN Service Configuration
Device Info

Advanced Setup
Layer2 Interface

ATM Interface
ETH Interface

Back | Mext |

LAN

NAT

Security

Enter Service Description: |i|:ca 0035

Edit the Enter Service Description. This field is optional. We recommend that you keep the default.
Click Next.

Device Info WAN IP Settings
Advanced Setup
Layer2 Interface Enter information provide
LAN WanN IP Address: ID.D.D.D
NAT WAN Subnet Mask: |D.D.D.D

Security

Parental Control Elackl Nextl

Quality of Service

[t

to you by your ISP to configure the WAN IP settings.

Routing

WAN [P Address: The Internet IP address provided by your ISP for accessing the Internet.

WAN Subnet Mask: The subnet mask address provided by your ISP for accessing the Internet.

Enter the WAN IP address and subnet mask assigned by your ISP. This information should have been provided to you by
your ISP. If you cannot locate this information, ask your ISP to provide it. And then click Next to enter the following
screen.

Tenda

Device Info Network Address Translation Settings

Advanced Setup

Layer2 Interface Network Address Translation (MAT) you to share one Wide Area Metwork (WAN) IP address for r r Local Area Network (LAN).
LAN ' Enable NAT

salh [T Enable Fullcone NAT

Security

Parental Control

Quality of Service

Routing

DNS

DSL IGMP Multicast

UPnP

Print Server [T Erable IGMP Multicast

Statate Jcrace [T No Multicast VLAN Filtar
Interface Grouping

1P Tunnel

Certificate

Multicast
Wireless
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If you are unsure about the options on the screen above, keep the defaults and click Next.

Dewice Infio
Advanced Setup
Layesr2 Inkerface
|| Al sorvice |
LAN
HAT
Securty
Parental Control
Quality of Service
Routg
DNS
DsL
PP
Print Server
Slorage Service
Interface Groupeng
1P Tunnel
Certificate
Multicast
1Ty
Wireless
DaDnostics

HManagement

Rowting — Default Gakeway

fauk noerts it r m deful g # be used accond g oo the prorey wih th harg 7
' ar
Solactud Dofault Avaiahie Routed WAN
Gateway Interlaces Ivterfaces
|
|
Back| MNex

Hame Pge

Here you can configure the WAN gateway address. After you configure it click

recommended.

Next. The default setting is

ANote:

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be
used according to the priority with the first being the highest and the last one the lowest priority if the WAN interface is

connected. Priority order can be changed by removing all and adding them back in again.

Device Info
Achvanced Setup
Layer? Interface

Security
Paren sl Control
Quality of Service
Reuting
ons
BSL
UPne
Print Server
Storage Service
Intesfage Groupng
P Tunnel
Certificate
Hulticast
PTV
Wireass
Diagnostics
Management

DHS Server Configuration

D% Server Interfaces can have mutine WAN nt s smrved o3 syster dos servers bue cnly ans wil be used socor 2 the prianty with the frst he e higest and t

connacted. Prionty orar can be ehanged by rermovig il and sdding ther back m agan

T Sulact DS Server Tnterface from availabie WAN Interfaces:

S5

& e the following Static RS TP acdress:

Prkmiary D5

Here you can configure the WAN DNS address:
-Click the Select DNS Server Interface from available WAN interfaces option

-Or select the Use the following Static DNS 1P address option and enter static DNS server IP addresses for the system

And then click Next to enter the following screen.
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Device Info

Advanced Setup

WAN Setup - Summary

Layer2 Interface Make sure that the settings below match the settings provided by your ISP.
LAN Connection Type: [FoA
HAT NAT: Enabled
Security
Full Cone NAT: Disabled
Parental Control i
Quality of Service Firewall: Enabled
Routing IGMP Multicast:  Disabled
DNS
Quality Of Service: Enabled
DSsL
uPnp
Print Server Click "Apphy/Save” to have this interface to be effective. Click "Back” to make any modifications.

Storage Service

Elackl .*\pplyISavel

Interface Grouping

ANote:

1. DNS Server Interfaces can have multiple WAN interfaces served as system DNS servers but only one will be used
according to the priority with the first being the highest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in again.

2. In ATM mode, if only a single PVC with IPoA or static IPoE protocol is configured, Static DNS server IP addresses
must be entered.

3. If you cannot locate the static DNS server IP information, ask your ISP to provide it.

Confirm your settings and then click Apply/Save to apply and save your settings. Your settings will then be displayed on
the screen below:

- Tenda

Wide Area Hetwork {WAN] Service Setup

Device Info
Advanced Satup Thoose Add, Remove or EdIE @ canfigure @ WAN senice aver 3 aelected interface

Layer2 Interface

Intorface Description | Type | VianBD21p | Viankuxdd | Igmp NAT |Frewall| IPve Mid | Remowve| Edit
LAN poal fpoa_0_8_35| IFoA Bl R/ A sabled | Enabled | Enabled | Disabled | Tisabled ) Edil
NAT
Security
Parental Control ﬂ] Ramovg

nuakty of Service
Routing

To Set up WAN Service for ETH Interface

If you select and configured the ETH Interface (Ethernet uplink), follow steps below to configure the WAN service:
Two Internet connections: PPP over Ethernet (PPPoOE) and IP over Ethernet (IPOE) are available in the Ethernet uplink
mode.

e
1PTip:

ethQ, ethl, eth3 and eth3 respectively represent the LAN portl, LAN port2, LAN port3 and LAN port4 of the device.
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Click Advanced Setup -> WAN Service -> Add, select the configured interface and then click Next to enter the

following screen.

Device Info
Advanced Setup
Layer2 Interface

ATM Interface
ETH Interfaca
LAN
NAT
Security
Parental Control
Quality of Service
Routing
DHNS
DSL
UPnP
Print Server
Storage Service
Interface Grouping
IP Tunnel
Certificate
Multicast
IPTV
Wireless
Diagnostics

Management

WAHN Service Configuration

Select WAN service type:

' PPP over Ethernet (PPPoE)
TP over Ethernet

' Bridging

Enter Service Description: | pppoe eth3

For tagged service, enter valid 802.1P Priority and 802.10Q VLAN ID.
For untagged service, set -1 to both B02.1P Priority and 802.1Q VLAN ID.

Enter 802.1P Priority [0-7]:
Enter 802.1Q VLAN ID [0-4094]:

MNetwork Protocal Selection:

IP4 Only |
P iy
IPvd &IPvE(Dual Stack)
IPvE Dnly

—
—

Back | Next

Select PPPOE.

Edit the Enter Service Description. This field is optional. We recommend that you keep the default.
Select a network protocol: IPv4, IPv6 or IPv4 & IPv6 (dual stack).

Click Next.

ANote:

If you select IPv6 or IPv4 & IPv6 (dual stack), skip to 1Pv6.
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Dexice Info PPP Username and Password
Advanced Setup
Layer2 Interface PPP usually requires that you have a user name and password to establish your connedtion. In the baxes below, enter the user name and password that your ISP has provided to you,
ATM Interface
——
NAT Authentication Method:
Security
Parental Control
are " MAC Clone: ] Clon= MAG
Quality of Service
: MTU: (576-1492, default:1492)
Routing
DHNS Enable Fullcone NAT
DSL ONLY IF REQUIRED -- DISABLES NETWORK ACCELERATION AND SOME SECURITY
uUPnp
Print Server [0  Dial on demand (with idle imeout Emer)
Storage Service
O  pPPIP extension
Interface Grouping
IP Tunnel M Enable Freval
Certificate O Use Static IPvd Address
Multicast
[0 Enable PPP Debug Mod=
IPTV
Wireless O Bridge PPPoE Frames Bebween WAN and Local Ports
Diagnostics
Management
Multicast Proxy
[0  Enable IGMP Multicast Proxy

PPP Username: This is for logging in to your ISP. If you cannot locate this information, ask your ISP to provide it.

PPP Password: This is for logging in to your ISP. If you cannot locate this information, ask your ISP to provide it.
PPPoE Service Name: This information is provided by your ISP. Only enter it if instructed by your ISP.

Authentication Method: This is used by ISP to authenticate the client that attempts to connect. If you are not sure,
consult your ISP or select Auto.

MAC Clone: Clicking this button copies the MAC address of your PC to the router. Many broadband ISPs restrict
access by allowing traffic only from the MAC address of your broadband modem, but some ISPs additionally register the
MAC address of the network interface card in your computer when your account is first opened. They then accept traffic
only from the MAC address of that computer. If so, configure your router to “clone” the MAC address from the
authorized computer.

MTU: Short for Maximum Transmission Unit, the largest physical packet size, measured in bytes, which a network can
transmit. Any messages larger than the MTU are divided into smaller packets before being sent. The default MTU is
1492 bytes. For some ISPs, you might need to change the MTU. This is rarely required, and should not be done unless
you are sure it is necessary for your ISP connection.

Dial on demand: Connect to ISP only when there is traffic transmission. This saves your broadband Internet service bill.
PPP IP extension: If enabled, all the IP addresses in outgoing packets including management packets on the WAN port
will be changed to the device's WAN IP address. Only change the default settings if necessary.

Enable PPP Debug Mode: Only enable this feature if supported by your ISP.

Bridge PPPoE Frames Between WAN and Local Ports: If enabled, PPPOE dialup frame from LAN side will directly
egress the WAN port without modification.

Multicast Proxy: If enabled, the router will use multicast proxy.

If you are not sure about the options on this screen, simply enter your ISP user name and password and leave the other
options unchanged from defaults. Click Next.

IPv6

If you select IPv4 as the network protocol, skip this section.
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Device Info
Advanced Setup
Layer2 Interface

ATM Interface
ETH Interface
LAN
HAT
Security
Parental Control
Quality of Service
Routing
DHS
DSL
uPnP
Print Server
Storage Service
Interface Grouping
IP Tunnel
Certificate
Multicast
IPTV
Wireless
Diagnostics

Management

PPP Passward: I
PPPoE Service Name: I

Authentication Method: JAUTO =

MAC Clone: [0 | Clone W4

[T Enable Fullcone MAT
¥ Dl on demend (with idle timeout timer)
T ppp 1P extension

[T Use Static IPv4 Address

[T Use Static IPv6 Address

[T Enable IPv6 Unnumbered Model

T Launch Dhep6e for Address Assignment (IANA)

I Launch Dhepée for Prefix Delegation (IAPD)

[T Enable PPP Debug Mode

" Bridge PPPOE Frames Betwaen WAN and Local Ports

Multicast Proxy

[T Enable IGMP Multicast Proxy
[T No Multicast VLAN Filter

[T Enable MLD Multicast Proxy

Elackl Ne)dl

Check Launch Dhcp6c for Prefix Delegation (IAPD).

If your ISP is using stateful DHCPv6, check Launch Dhcp6c for Address Assignment (IANA) also. Or configure a

static IP address.

Click Next -> Next -> Apply/Save.

WAN Gateway

Advanced Setup
Layer2 Imterfoce
ATH Intarface

Secumty
Parental Control PRl 1
Quality af Service
Routing
DHE
osL
uPne
Print Server
Stomga Servica
Tnterface Grouping
IF Tunnel
Cartificate
Mailticast
FTY
Wiraless
iagnostics
Hanagamant

ETH Intarface zurmected. Pranty arder o b ch

LaN Solected Default

HAT Gateway tertaes

Davice Tnfo Ronting — Dsfalt Gateway

Avadable Routad Wa
Interfaes

[

] i

Hare Bage

Here you can configure the WAN gateway address. After you configure it click Next. The default setting is

recommended.
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WAN DNS

Here you can configure the WAN DNS address. After you configure it click Next. The default setting is recommended if
you cannot locate this information.

s
|

Device Tnfo S Server Configuration
Advanced Sati
Layer2 Interface

ATM Interface
ETH Intertice

|_WAN Service |

LA

NAT

Seourity

Pacaritl Control

Quality of Service

Routing

dilalle WAN interfaces:

opo
oS pEpc

B5L f
UPne %
Print Server j
Storage Service

Interface Grouping

1P Teinnel
© Chtie Sdrass:
Cortafraie Usa the following Static DNS TP address

Multicast Tary NS sarvar: ,7
PV seantnyossenes [ |

Wirckass
Diaginostics

Management

Here you can configure the WAN DNS address:

-Click the Select DNS Server Interface from available WAN interfaces option
-Or select the Use the following Static DNS 1P address option and enter static DNS server IP addresses for the system
And then click Next.
=

. Tenda

I e o

Device Info WAN Setup - Summary
Advanced Setup

Layer2 Interface Make sure that the setfings below mat

1 the settings provided by your ISP,

ATM Interface

ETH Interface Connection Type: PPPCE
| WAN Service | )
L NAT: Enabled
LAN
e Full Cone NAT: Disabled
Security Firewall: Enabled
Parental Gontrol IGMP Multicast:  Disabled

Quality of Service )
Quality Of Service: Enabled

Routing
DNS

DSL Click "Apply/Save” to have this interface to be effective. Click "Back” to make any modifications.

uPnP Back | ApplySave |

Print Server

Here you can view your configurations. Click Apply/Save to save your settings if everything is correctly set.

Device Info
Chonss Add, Remove ar Edit to configure a WAR service ower o sslecte erfar
Advanced Setup hooss Add, Remove di onfigure a | servic = amelckad - inberhaos

Wide Area Network [WAN) Service Setup

Layer2 Interface
ATM Interface
ETH Interface ppon.l | pppoe_gthd | FPPOE /A Disablzr | Enabled | Enabled | Disabled | Disabied O Edit

| __WaN Service |

LAN

Interface | Description | Type | Vian8021p | VianMuxid | Igmp | NAT |Frewall| IPve Mid | Remove| Edit

HAT .r‘m"l Remioie |
Secunty
Farental Control
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When the PPPoE connection is successful, you can access Internet.

IP over Ethernet (IPoE)

If your ISP uses DHCP to assign your IP address or if your ISP assigns you a static (fixed) IP address, IP subnet mask

and the gateway |P address, you need to select the IP over Ethernet (IPoE).

Click Advanced Setup -> WAN Service -> Add, select the configured interface and then click Next to enter the

following screen.

WAN Service Configuration
Device Info

Advanced Setup Select WAN service type:

' PPP over Ethernet (PPPOE)

Layer2 Interface
& 1P over Ethernet

ATM Interface

¢ Bridging
ETH Interface
LAN Enter Service Description: |jpoe eth3
NAT
Security For tagged service, enter valid 802.1F Priority and 802.10Q VLAN ID

Parental Control For untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID

Quality of Service

Enter 802.1P Priority [0-7]:
Routing

Enter 802.1Q VLAN ID [0-4094]:
DNS
DSL
UPnP Network Protocal Selection:
Print Server IP\/4 Only :

Storage Service

Interface Grouping

1 nly
IPvd&IPvG{Dual Stack)
IPvE Only

IP Tunnel
Certificate
Multicast
IPTV

Wireless

—
—

Back | Mext |

Select IPoE.

Edit the Enter Service Description. This field is optional. We recommend that you keep the default.

Select a network protocol: IPv4, IPv6 or IPv4 & IPv6 (dual stack).
Click Next.

A

If you select IPv6 or IPv4 & IPv6 (dual stack), skip to 1Pv6.

Note:
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Device Info
Advanced Setup
Layer2 Interface
ATM Interface

WAN IP Settings

Enter information provided to you by yvour ISP to configure the WAN IP settings.

Motice: If "Obtain an IP address autormatically” is chosen, DHCP will be enabled for PVC in IPoE mode.

ETH Interface If "Use the following Static IP address” is chosen, enter the WaN IP address, subneft mask and interface gateway
LAN ¥ Obtain an IP address automatically
HAT Cption &0 Vendor ID: I
Security Option &1 IAID: I (8 hexadecimal digits)
Parental Control Option 61 DUID: I (hexadecimal digit)
uality of Service
Quality Cphion 125: & Disable C Enable
Routing .
€0 Use the folowing Static IP address:
DHS
WaN IP Address: I
DSL
UPnP WAN Subnet Mask: I
Brink Server VAN gateway IP Address: I

Storage Service

Obtain an IP address automatically: This allows the router to automatically acquire IP information from your ISP or
your existing networking equipment.

Use the following Static IP address: This allows you to specify the Static IP information provided by your ISP or that
corresponds with your existing networking equipment.

WAN [P Address: The Internet IP address provided by your ISP for accessing Internet.

WAN Subnet Mask: The subnet mask address provided by your ISP for accessing Internet.

WAN gateway IP Address: The gateway IP address provided by your ISP for accessing Internet.

Enter the IP address/ subnet mask/gateway IP address provided by your ISP or select Obtain an IP address
automatically and then click the Next button.

IPv6

If you select IPv4 as the network protocol, skip this section.

Option 61 DUID: I (hexadedmal digit)

Device Info
Advanced Setup

Option 125: © Disable © Enable

€ Use the following Static 1P address:
Layer2 Interface
VWAN IP Address:

ATM Interface
ETH Interface
LAN

NAT

Security Enter infarmation provided to you by your ISP to configure the WAN IPV6 sattings.
Motice:

IF"0b

Parental Control
Quality of Service

an IPv6 address automaticaly” is chosen, DHCPV6 Clier

be enabled on this WAHN interface.

Routing If "Use the following Static IPvS address” is chosen, enter th AN IPvS address. If the address prefix length is not specified, it will be default to /64.
DNS
DSL

UPnP

Print Server

Storage Service Dhepvé Prefix D

e I I

Interface Grouping

Use the following Static IPv6 address:

1P Tunnel VWAN TPv6 Address/Prefic Length:

——

Certificate
Multicast

1PV Specify the Next-Hop IPv6 address for this WAN int:

Wireless

er a link local or a global unicast IPv6 address.

Diagnostics
VWAN Next-Hop IPv6 Addraess:

Management

Elackl Mext
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To obtain an IP address automatically:
Select Obtain an IP address automatically.
Check Launch Dhcpéc for Prefix Delegation (IAPD).

If your ISP is using stateful DHCPv6, check Launch Dhcp6ec for Address Assignment (1ANA) also.

Click Next -> Next -> Apply/Save.

Option 61 DUID: I (hexadecimal digit)

Device Info
Advanced Setup

Option 125! @ Disable © Enable
€ Use the following Static IP addrass:
Layer2 Interface
VAN IP Address: I
ATM Interface
ETH Interface WAN Subnet Mask: I
VAN gateway IP Address: I

Motice: This address can be either a link local or a global unicast 1Pv6 address.

Diagnostics
< WAN Next-Hop IPv6 Address:

Management

LAN
NAT
Security Enter information provided to you by your ISP to configure the WAN IPvE settings.
Parental Control Notice:
Quality of Service If "Obtain an IPv6 address automatically” is chosen, DHCPvE Client will be enabled on this WAN interface.
Routing If "Use the following Static IPv6 address” is chosen, enter the static WAN IPv6 address. If the address prefix length is not specified, it wil be default to /64.
DNS
DSL
UPnP ©  Obtain an PG address automatically
Print Server I Dhepvb Address Assignment (TANA)
Storage Service ¥ Dhepvé Prefix Delegation (IAPD)
Interface Grouping ' Use the following Static IPv6 address:
LT WAN IPvE Address/Prefix Length: li
Certificate
Multicast
AR Specify the Next-Hop IPv6 address for this WAN interface.
Wireless

Back | Mext

To configure a static IPv6 address
Select Use the following Static 1Pv6 address.
Configure WAN IPv6 Address/Prefix Length and WAN Next-Hop IPv6 Address.

Option 61 DUID: I (hexadecimal digit)

Device Info
Advanced Setup

Option 125: © Disable © Enable
@ Use the following Static IP addrass:
Layer2 Interface
ATM Interface WAN TP Address: I
ETH Interface WAN Subnet Mask: I
WAN gateway IP Address: I

MNotice: This address can be either 3 link local or a global unicast IPve address.

Diagnostics .
WAN Mext-Hop IPv6 Address: 20131

Management

LAN
NAT
Security Enter information provided to you by your ISP to configure the WAN IPv6 settings.
Parental Control Notice:
Quality of Service If "Obtain an IPv6 address automatically” is chosen, DHCPvE Client will be enabled on this WAN interface.
Routing If "Use the following Static IPv6 address” is chosen, enter the static WAM IPv6 address. If the address prefix length is not spedified, it wil be default to /64.
DNS
DSL
uPnpP ' Obtain an IPv6 address automaticalty
Print Server [T Dhcpvs Address Assignment (TANA)
Storage Service ¥ Dhepve Prefix Delegation (IAPD)
Interface Grouping #  Use the following Static IPv6 address:
] WAN IPvG Address/Prefix Length: IW
Certificate
Multicast
LA Specify the Mext-Hop IPve address for this WAN interface.
Wireless

Backl Nesxt
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Click Next -> Next to enter the screen below.

- Selacted DNS Server
Device Info Available WAN Interfaces

Advanced Setup Intarfacas
Layer2 Interface

ATM Interface eth3.1
ETH Interface
]
LAN j
NAT
Security

Parental Control

lity of Servi
ety o rvice ' Use the following Static DNS IP address:

Routing

Primary DMS server: I
DNS

Secondary DNS server: |
DSL

UPnP

Print Server
= IPv6: Select the configured WAN interface for IPvE DNS server information OR enter the static IPvE DMS server Addresses.

Storage Service

- MNote that selecting a WAN interface for IPv6 DNS server will enable DHCPYE Client on that interface.

Interface Grouping

IP Tunnel

Certificate & Obtain IPv6 DNS info from @ WAN interface:

Multicast WAN Interface selacted: |I'IO DHCPSC ENABLED INTERFACE 7]
PTV &' Use the following Static IPv6 DNS address:

Wireless Primary IPvG DMS server: I
Diagnostics Secondary IPvE DNS sen-'er:l

Management

Elackl Nextl

Select Use the following Static IPv6 DNS address and manually enter the DNS server address. If you have two DNS
server addresses, enter the second also.
Click Next -> Apply/Save.
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NAT

Davice Info
Advanced Setup

Layer2 Interface
ATM Interface
ETH Interface

LAN

NAT

Security

Parental Control

Quality of Service

Routing

DNS

DSL

UPnP

Print Server

Storage Service

Interface Grouping

IP Tunnel

Certificate

Multicast

Network Address Translation Settings

Metwaork Address Translation (NAT) allows you to

Enable NAT

r

Enable Fullcone MAT

¥ Enable Firewal

IGMP Multicast

T Enable IGMP Multicast

[ o Multicast VLAN Fiter

share one Wide Area Network (WAN) IP address for multiple computers on your Local Area Metwork (LAN).

Elackl Neﬂl

Here you can configure the NAT. If you are not an advanced user we recommend you to keep the default settings and

then click Next.

WAN Gateway

Dewvice Info
Advanced Setup
NLay=rd Tnkerface
ATH Interfacs
ETH Intaraoe
LA
At
Secunty
Parental Conkral
Quality of Sarvice
Routng
DHS
nsi
wnp
IPritlt Susver
Storage Service
Interfaca Groupmg
IP Tunnel
Certificate
Hultkzast
TPTV
ek
Dlapnostices
Management

Routing - Default Gateway

Available Routed WAN

Selected Default

Gateway nterfaces Interiaces

[LER]

1 el

Homa #ags

Here you can configure the WAN gateway address. After you configure it click Next. The default setting is

recommended.

WAN DNS

Here you can configure the WAN DNS address. After you configure it click Next. The default setting is recommended if
you cannot locate this information.
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Device Tnfg
Advanced Setup

AT bivterface
ETH Interface

NAT
Seowity
Parental Cantrol
Quakty of Servics
Routing
]
DsL
e
Prnt Server
Storage Service
Intarface Groupng
1P Tunmel
Cartificate
Muiticast
TV aconiar
Wireless
Diagnostics
Hanagement

DHS Server Configuration

Layerd Intersce Setect NS Serve

DS Sorver Intarfaces can has

' wsa the followang Static DNS 1P address:

Int=rfcs fom meiehie WAK rterfaces OR enter ssetc OHS server [P pddremes for the sysem. In 4 TM made, 7 only @ sngie PYC wth 1o o state TPof protocolis configured, State BHS server 1P mdcesses must be

Lelv

Here you can configure the WAN DNS address:
-Click the Select DNS Server Interface from available WAN interfaces option
-Or select the Use the following Static DNS 1P address option and enter static DNS server IP addresses for the system

And then click Next.

Device Info
Advanced Setup

Layer2 Interface
ATM Interface
ETH Interface

LAN

NAT

Security

Parental Control

Quality of Service

Routing

DHNS

DSL

uPnpP

Print Server

WAN Setup - Summary

Make sure that the setfings below match the settings provided by yvour ISP.

Connection Type: IPoE

NAT: Enabled
Full Cone NAT: Disabled
Firewall: Enabled
IGMP Multicast:  Disabled

Quality Of Service: Disabled

Click "Apply/Save" to have this interface to be effective. Click "Back” to make any modifications.

Back | ApplylSave |

Here you can view your configurations. Click Apply/Save to save your settings if everything is correctly set.

Device Info
Advanced Setup
Layer2 Interface

ATM Interface
ETH Interface

|| WAN Service |

LAN

NAT

Secunty

Farental Control

Wide Area Network (WAN) Service Setup
Choose Add, Remave or Edit to configure 3 WAN szrvice over a selected interface.

Interface I}Eiﬁipﬁnn|1ypE|WHnH[I#T|‘I|Vlﬁl'lerde. Igmp | HAT |I'rﬁfwal| IPvh Mid  |Remaove | Edit

ethi.1 ipos_eths | TFoE Enabled | Disabled | Disabled r Edit

NiA ‘ NfA |:-|s.'h|='| Enabled

Add Remuovs

When the IPOE connection is successful, you can access the Internet.
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Bridging

If you wish to initiate a dialup directly from your PC for Internet access or enjoy the entire Internet connection (instead
of sharing it with others), you can select the Bridging and create a dialup program on your PC.

Click Advanced Setup -> WAN Service -> Add, select the configured interface and then click Next to enter the
following screen.

WAN Service Configuration

Device Info
Advanced Setup
Layer2? Interface

Select WAN service type:
' PPP over Ethernet (FFPoE)

€ TP over Ethernet
ATM Interface

& Bridging
ETH Interface
LAN Enter Service Description: |I:r eth3
NAT
Security For tagged service, enter valid 802.1P Priority and 802.1Q VLAN ID.
parental Control For untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID.

Quality of Service

Enter 802.1P Priority [0-7]: |_1
Routing

Enter 802.10 VLAN ID [0-4094]: |.1
DHNS
DSL
uPnp
Print Server

Storage Service

Interface Grouping Back | Met |
IP Tunnel

Certificate

Edit the Service Description, which is optional. And then click Next.

Device Info WAN Setup - Summary
Advanced Setup
Layer2 Interface Make sure that the settings below match the settings provided by your ISP.
ATM Interface
ETH Interface Connection Type: Bridge
| WAN Service | .
L = NAT: Disabled
LAN
NAT Full Cone NAT: Disabled
Security Firewall: Disabled
Parental Control IGMP Multicast:  Diszbled
Quality of Service
Quality Of Service: Disabled
Routing
DNS
DSL Click "Apply/Save” to have this interface to be effective. Click "Back” to make any modifications.

UPRP Elackl ApprSavel

Print Server

Here you can view your configurations. Click Apply/Save to save your settings if everything is correctly set.
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Wide Area Network [WAN) Service Setup
Device Info

Aduanced Setup Choose Add, Rermove or Edit to corfigure a WAN sgrvice aver a selected Interfaca,
Layer2 Interface
ATM Interface
ETH Intertace i
LAN
NAT

Illteﬂdt_e|[}escrip\hm T\rpe|\'ld|l3021p VianMuxid| Tgmp | NAT |ﬁrewau 6 | Mid Rerm.we| Edit

Disablzd| [ | it |

br_sth Bridge

NJA L Disabled | Disabled | Disabied | Disabled

Sacirity

Parental Control

When the connection is successful, you can access the Internet.
4.2.3 LAN Setup

Here you can configure the LAN IP Address and Subnet Mask. This IP address is to be used to access the device’s
settings through a web browser. Be sure to make a note of any changes you apply to this page.

IPv4
Tenda

Device Info Local Area Network (LAN) Setup

Advanced Setup Configure the Broadband Router IP Address and Subnet Mask for LAN interface.
Layer2? Interface GroupName Im,
WAN Service IP Address: W

| LAN | Subnet Mask:
IPv6 Autoconfig I Enable I6MP Snooping

Al € standard Mode
SEELIE @ Blocking Mode

Parental Control

Quality of Service

]

Disable DHCP Server
Routing & Enable DHCP Server
DNS

Start IP Address: I 192.168.1.2
DSL
e End IP Address: I 192.168.1.254

G Fer Leased Time (hour):| 24
Storage Service Static IP Lease List: (A maximum 32 entries can be configured)
Interface Grouping MAC Address IP Address Remove
IP Tunnel Add Entries | Remove Entries |
Certificate
Multicast [T configure the second TP Address and Subnet Mask for LAM interface
IPTV
Wireless
ApplyiSave |
Diagnostics
Management

IP Address: The device's LAN IP address. The default setting is 192.168.1.1.

Subnet Mask: The LAN subnet mask of the device. Combined with the IP address, the IP Subnet Mask allows a device
to know which other addresses are local to it, and which must be reached through a gateway or modem router. You can
change the subnet mask to fit your network.

Enable 1GMP Snooping: Check to enable the IGMP Snooping feature and select either of the following two modes:
Configure the second IP Address and Subnet Mask for LAN interface: If you want to configure two IP addresses for
the LAN interface, you can check this option and enter the second IP Address and Subnet Mask manually.

Disable DHCP Server: Click to disable the DHCP Server.
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Enable DHCP Server: Click to enable the DHCP Server.

Start IP Address: Specify the start of the range for the pool of IP addresses in the same subnet as the router.

End IP Address: Specify the end of the range for the pool of IP addresses in the same subnet as the router.

Leased Time: The lease time is a time length that the IP address is assigned to each device before it is refreshed.
Static IP Lease List: Displays a list of devices with reserved static IP addresses.

Add Entries: Click to add a static IP lease entry. A maximum 32 entries can be configured.

Remove Entries: Click to remove a static IP lease entry.

Apply/Save: After you configure all the needed settings, click this button to apply and save them.

(\::_

QTip:

DHCP (Dynamic Host Configuration Protocol) assigns an IP address to each device on the LAN/private network. When
you enable the DHCP Server, the DHCP Server will automatically allocate an unused IP address from the IP address

pool specified in this screen to the requesting device as long as the device is set to "Obtain an IP Address Automatically".
By default, the router functions as a DHCP server.

IPv6 Autoconfig

1Py LAN Auto Configuratson
e
aince Info ey 3 ssac on the smumpbon of prafe kngth ks than 64, Interfacs 1D dows HOT supaort ZERD € OMPRESSIC . . atian. For axampa; Plaase ents
Advanced Setup
Layer2 Interface

WA Sanjice

Starkc LAN 1PvE Addinss

Lan

HAT I

Sacurity

Pareital Control

Quality of Service k:

Routing Stgrt meerace I | i

Diis dnewface D [o0tzes |
DSl aod T (pone |

e
Prant Server
Storage Service
Interface Grouping
1P Tuinel
Cartificate
Multicast
WY

Wreless

DHagnostics

Management. P Erzbie MLD Sncol

Static LAN IPv6 Address Configuration

Interface Address (prefix length is required): Enter the interface address.

ANote:

1. IPv6 address can only be Aggregatable Global Unicast Addresses and Unique Local Address. Link-Local Unicast
Addresses and Multicast Addresses are not permitted.
2. The IPv6 address must be entered with a prefix length.
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IPv6 LAN Applications

Enable DHCPv6 Server: Check to enable the DHCPv6 Server.

Stateless: If selected, IPv6 clients will generate 1Pv6 addresses automatically based on the Prefix Delegation's IPv6
prefix and their own MAC addresses.

Stateful: Stateful DHCPvV6 is supported based on the assumption of prefix length less than 64. Select this option and
configure the start/end interface ID and leased time. The router will automatically assign IPv6 addresses to IPv6 clients.
Leased Time (hour): The lease time is a time length that the 1P address is assigned to each device before it is refreshed.
Start interface ID/End interface ID: Specify the start/end interface ID Interface ID does NOT support ZERO
COMPRESSION ":". Please enter the complete information. For example: Please enter "0:0:0:2" instead of ":2".
Enable RADVD: The RADVD (Router Advertisement Daemon) implements link-local advertisements of IPv6 router
addresses and IPv6 routing prefixes using the Neighbor Discovery Protocol (NDP) and is used by system administrators
in stateless autoconfiguration methods of network hosts on Internet Protocol version 6 networks. Check the checkbox to
enable the RADVD.

Enable ULA Prefix Advertisement: If enabled, the router will advertise ULA prefix periodically

Randomly Generate: If selected, address prefix can be automatically generated.

Statically Configure: If you select this option, you need to manually configure the address prefix and life time.

Prefix: Specify the prefix.

Preferred Life Time (hour): Specify the preferred life time in hour.

Valid Life Time (hour): Specify the valid life time in hour.

Enable MLD Snooping: MLD is used by IPv6 routers for discovering multicast listeners on a directly attached link. If
disabled on layer2 devices, IPv6 multicast data packets will be broadcast on the entire layer2; if enabled, these packets

will be multicast to only specified recipient instead of being broadcast on the entire layer2.

(\j.

?)Tip:

If you change the LAN IP address of the device, you will lose your connection to the device. You must type the new IP
address into your browser address field to log in to the device and set all gateway addresses of the LAN PCs to this new

address to access Internet. Be sure to write the new address on a sticky label and attach it to the bottom of the unit. You
will need the new address to log in to the device in the future.

4.2.4 NAT

This section explains the following:
* Virtual Server

« Port Triggering
* DMZ Host

Virtual Server

The Virtual Server is useful for web servers, ftp servers, e-mail servers, gaming and other specialized Internet
applications. When you enable the Virtual Server, the communication requests from the Internet to your router’s WAN
port will be forwarded to the specified LAN IP address.

49



?&t‘ff”lr{!é%? Wireless Modem Router

- Fenda
" Hame Prge
AT p
Device Infa
Advanced Setup virtsal .I:'-I: allows ILJI w JI'-.-'.Z ooming .-_-"I < "I.I ¥ 1 .II:... e ;Iiul.-. '..:I...l- d C___-'I:. L L-. Lo O .I'.u 3l server with private 1P address on te LAN side, The Ireermal port is reguired only if the extarnal port nesas
Layer2 Interface
WAN Service ’_“',_I Tiertiaie
AN
m Server Rame | External Port Stort | External Port End | Protocol | Internal Port Start | Intermal Port End | Server IF Address | WAN Interface | Rensove
Virtual Sarvers
Port Triggering
D#Z Host
Sacunty
To enter the virtual server screen, click NAT -> Virtual Server and then click the Add button to add rules.
Tenda
Device Info
Advanced Setup
Layard Interface a® ngentard s and dok "ApplyiSeve” 1 forwand IP packet: e senvc erver. NOTE: The “Internal Port End” cannot be modified directly. Rormally, 1€ Is st to the
WAHN Saruice 3} i same value o “Tnteral Port Stiet”
Lam hat. T e
NAT
Port Triggeting arvice Mame
[MZ Host F coczszoce [Geemons =
Sacurity - ST BB |
Paenfat antrol Sarvar [ Addrase | 102 4621
Quakty of Service
. oot
nsL
venp External Port Start External Port I'mll .‘-’-_.J|(I( c'.!_ Tnternal Port Start Intarns Port Enc
Print Seruer 123 -']F
Storage Service A | [
Interface Grouping [rcr =l
¢ Tumnal TCR L|| |
Cartificate T |
Multicast | TCR 5|
131" - [r— o Ti
Wirslass ror '|
Diagnos tos ‘CE—-i
Manmgamet | | e = I[ |

Use Interface: Select a WAN connection to which youwish to apply the rules. When there is only one WAN connection
available, the rules will be automatically applied to it.

Service Name:

- Select a Service option: Allows you to select an existing service from the drop-down list.

- Custom Service: Allows you to customize a service.

Server IPAddress: Enter the IP address of your local computer that will provide this service.

External Starting Port and External Ending Port: These are the starting number and ending number for the public
ports at the Internet interface.

Protocol: Select the protocol from the Protocol drop-down list. If you are unsure, select TCP/UDP.

Internal Starting Port and Internal Ending Port: These are the starting number and ending number for the ports of a

computer on the router’s local area network (LAN).

ANote:

If you have enabled the UPnP functionality on both the router and your PC that is attached to one of the LAN port on the
router, you will be prompted on the Virtual Server page that the UPnP interface is being used.

Application Example:

You have set up two servers on your LAN side:

- An FTP server (using the default port number of 21) at the IP address of 192.168.1.100

- A web server (using the default port number of 80) at the IP address of 192.168.1.110

And want your friends on Internet to access the FTP server and web server on default ports. To access your FTP or web
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server from the Internet, a remote user has to know the Internet IP address or Internet name of your router, such as
www.tendacn.com. In this example, we assume the Internet IP address of your router is 183.37.227.201. Then follow
instructions below:

To configure the router to make your local FTP server public:

Click NAT -> Virtual Server to enter it and then click the Add button.

- Select FTP that you wish to host on your network from the Select a Service drop-down list. The port number (21) used
by this service will then be automatically populated.

- Or if you wish to define the service yourself, enter a descriptive name in the Custom Service, say My FTP, and then
manually enter the port number (21) used by this service in the Internal Starting Port, Internal Ending Port, External
Starting Port and External Ending Port fields.

Select a protocol from the Protocol drop-down list. If you are unsure, select TCP/UDP.

In the Server IP Address field, enter the last digit of the IP address of your local computer that offers this service. Here
in this example, we enter 192.168.1.100.

Click the Apply/Save button.

Your friends on Internet will then be able to access your FTP server simply by entering "ftp://183.37.227.201" in his
browser.

HAT -- Virtual Servers

Select the service name, and enter the server IP address and click "Apply/Save” to forward IP packets for this service to the specified server. NOTE: The "Internal Port End” cannot be modified directly. Normally, it is set to the
same value as "External Port End". However, if you modify "Internal Port Start”, then "Internal Port End” will be set to the same value as "Internal Port Start”.

Remaining number of entries that can be configured: 32

I Use Interface Use Interface lm

Service Name

& Select a Service: |Se|e[:l One j

€ custom Service: Iﬂu

Server IP Address:|192.168.1.100
Apply/Save

External Port StartExternal Port End Protocol Internal Port Startinternal Port End
21 21 TP |21 29

Bhttps:,l',l'accuunts.gnngle.cur x ‘
C ([ fip://183.37.227.201 =

To configure your router to make your local web server public:

Click NAT -> Virtual Server to enter it and then click the Add button.

- Select Web Server (HTTP) that you wish to host on your network from the Select a Service drop-down list. The port
number (80) used by this service will then be automatically populated.

- Or if you wish to define the service yourself, enter a descriptive name in the Custom Service, say My Web Server
(HTTP), and then manually enter the port number (80) used by this service in the Internal Starting Port, Internal
Ending Port, External Starting Port and External Ending Port fields.

Select a protocol from the Protocol drop-down list. If you are unsure, select TCP/UDP.

In the Server IP Address field, enter the last digit of the IP address of your local computer that offers this service. Here
in this example, we enter 192.168.1.110.

Click the Apply/Save button.
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[revice Info HAT — Virkual Servers
Advanced Setup
Layer2 Interface
WA Service
LAN
HAT
Fort Triggenng
DHZ Host
Seqwity
Farental Contral
Quality of Service

Routing
2850 ApplEae

DsL
Extamal Port SmartExternsl Port End Profocol - Inteenal Port Startintermal Port rnT

uenp
s I 0 [rer =lfe [e0

i TApaly Save” o forwEn ] P packets fr this service I tha dpectied server. MOTE: The “Internal Port End™ cannot be modilied directly. Normaky, It is set o the

popos_gth3mpp0 1 X

Now you can view your configurations as seen in the screenshot below. Your friends on Internet will then be able to
access the web server simply by entering "http://183.37.227.201" in his browser.

NAT -- Virtual Servers Setup

Virtual Server allows you to direct incoming traffic from WAN side (identified by Protocol and External port) to the Internal server with private IP address on the LAN side. The Internal port is required only if the external port needs
to be converted to a different port number used by the server on the LAN side. A maximum 32 entries can be configured.

Add Remove

Server Hame External Port Start | External Port End | Protocol | Internal Port Start | Internal Port End | Server IP Address | WAN Interface | Remove
Vieh Server (HTTFP) | 80 80 TCP 80 80 192.168.1.110 ppp0.1 r
FTP Server 21 21 TCP 21 21 192.168.1.100 ppp0.1 r

htbps: ffaccounts . google . con

X | [ htp/f183.37.227.201

ANote:

The "Internal Port End" cannot be modified directly. Normally, it is set to the same value as "External Port End".
However, if you modify "Internal Port Start”", then "Internal Port End" will be set to the same value as "Internal Port
Start".

(\:;_
l)Tip:
If the service or game you wish to host on your network is not included in the list, manually add it in the Custom Service

field and then add the port number used by it to the Internal Starting Port, Internal Ending Port, External Starting
Port and External Ending Port fields.

Port Triggering

Some applications such as games, video conferencing, remote access applications and others require that specific ports in
the Router's firewall be opened for access by the applications. Port Trigger dynamically opens up the '‘Open Ports' in the
firewall when an application on the LAN initiates a TCP/UDP connection to a remote party using the ‘Triggering Ports'.
The Router allows the remote party from the WAN side to establish new connections back to the application on the LAN
side using the 'Open Ports'.
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WAT - Poct Trigaering Setup
Dewica Tnfo

= moplications recpire that spedfic ports In the Routes's firewal be ppaned for access by the remote parties. Puct Trgger dynamically opens up the "0psn Parts' in the Firawal whan an application on the LA inltiates a TCR/UDP

| Advanced Setu|
e eckion to b remate party using the Triggering Ports’, The Router alfoves the ramote party from the WK side te establish new cornections back to tha application on e LAN side using the 'Open Ports’, & moeimum 37 entries

Layesd interface .
WAN Sarvica
wan e
HAT

Wirtual Sarvers Tringer apen

||__Port Iriggering | Applcation Hame Port Range Fort Range | WA Interince | Remove
Protocel Frotocol
DIMZ Host: start | End Start | End

Security

Farental Control
Mgty of Sarvice

To enter the Port Triggering screen, click NAT-> Port Triggering and then click the Add button to add rules.
You can configure the port settings from this screen by selecting an existing application or creating your own (Custom
application) and click "Save/Apply™ to add it.

Tenda

Device Info HAT — Part Trggesng
Acdvancad Satup
Ly Intesface Sorme apphot h-aes games, sideq canfErcng, Rt e oo appkatom and: obhier mqurs Ehat-apeciic porka n bhe-lhauteds Freval be aperei For mocess by the sglcptions. ¥ou can wonfigure the pork asttogs from thsscen b
WAN Sorvicn calarting AN mHEOng 0REENN o crebig vaur own [Custom apcitontani chk Saval Anpl o add ¢
L Remaming i
HAT
Virtual Servers a8 Interfa

DT Host 3
Security ©

Parental Control

Quality of Serdce
Routing Faalpply
Dhs
e TR Port Start Trpger Port End I|||_-;:M'| I‘:.fﬂ- ol Open Port StartOpen Port End Goen Protooml
upnp [rer =
rint Servar | frce |
Storage Sarvice ||
Intarface Grouping — 3 |
TP Tunne| | -|
Cortificatn [ [ee E| |
Hulticast: [— T — [ier e ,—-— —
9 [ e o | |
\Wirebass
Diesgpnastes
Hanagement SavaAnply

Use Interface: Select a WAN connection to which youwish to apply the rules. When there is only one WAN connection
available, the rules will be automatically applied to it.

Application Name: Two options are available:

- Select an application

- Custom application

Trigger Port Start/Trigger Port End: The port range for an application to initiate connections.

Trigger Protocol: Select the protocol from the drop-down list. If you are unsure, select TCP/UDP.

Open Port Start/ Open Port End: These are the starting number and ending number for the ports that will be
automatically opened by the built-in firewall when connections initiated by an application are established.

DMZ Host

The default DMZ (De-Militarized Zone) host feature is helpful when you are using some online games and
videoconferencing applications that are not compatible with NAT (Network Address Translation).
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Device Info NAT — DMZ Host
Advanced Setup

Layer2 Interface The Broadband Route ard IP pac WAN that do not belong to any of the appl ns configured in rers table to the DMZ host computer.
WAN Service
LAN Enter the computer's IP address and click 'Apply’ to activate the DMZ host.
NAT
Virtual Servers Clear the IP address field and click 'Apply’ to deactivate the DMZ host.
Port Triggering
[ DMZ Host | DMZ Host IP Address: |
Security

Parental Control Savelspply

Quality of Service
Routing

DMZ Host IP Address: The IP Address of the device for which the router’s firewall will be disabled. Be sure to assign a
static IP Address to that device. The DMZ host should be connected to a LAN port of the device. Be sure to assign a
static IP address to that DMZ host.

e in NAT — DMZ Host
Advanced Setup
Layer2 Interface The Broadband Router wil forward 1P packets from the WAN that do not belong to any of the applications configured in the Virtual Servers table to the DMZ host computer.
WAN Service
LAN Enter the computer's IP address and click "Apply’ to activate the DMZ host.
NAT
Virtual Servers Clear the IP address field and click "Apply’ to deactivate the DMZ host.
Port Triggering
[ DMZ Host | DMZ Host IP Address: |192.158.1 100
Security

Parental Control Saveldpply |

Quality of Service
Routing

AN v

/¥ \ Warning!

DMZ servers pose a security risk. A computer designated as the DMZ server loses much of the protection of the firewall
and is exposed to exploits from the Internet.

4.2.5 Security

This section explains the following information:

« P Filtering
* MAC Filtering

IP Filtering

Outgoing IPFiltering Setup
By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be BLOCKED by setting up filters.
Choose Add or Remove to configure outgoing IP filters.
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Jenda

Outgoing 1P Filtering Setup
Device Info

Advanced Setup By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be BLOCKED by setting up filters.

Layer2 Interface Choose Add or Remave to configure outgeing IF filters
WAN Service

LAN Filter Name | IP Version ‘ Prl)tm:ul‘ SrcIP/ PrefixLength | SrcPort | DstIP/ PrefixLength ‘ DstPDrt| Remuve|
NAT
| Security Add Remove
IP Filtering
MAC Filtering

Parental Control
Quality of Service

Choose Add to enter the following screen:

Tenda

Device Info
Advanced Setup
Layer2 Interface
WAN Service
Lan
nAT
|__Securmy |
P Filtering
MAL Fitering
Parental Controd
Quality of Service
Routing
DS
DsL
Upnp
Print Sansar
Storage Serdice

Applyae

Interface Groupng

This screen allows you to create a filter rule to identify outgoing IP traffic by specifying a new filter name and at least
one condition below. All of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click
'Apply/Save' to save and activate the filter.

Filter Name: Enter a descriptive filtering name.

IPVersion: Select either 1Pv4 or IPv6.

Protocol: TCP/UDP, TCP, UDP and ICMP are available for your option.

Source IPaddress [/prefix length]: Enter the LAN [P address to be filtered.

Source Port (port or port: port): Specify a port number or arange of ports used by LAN PCs to access Internet. If you
are unsure, leave it blank.

Destination IPaddress [/prefix length]: Specify the external network IP address to be accessed by specified LAN PCs.
Destination Port (port or port:port): Specify a port number or a range of ports used by LAN PCs to access external
network.

Incoming IP Filtering Setup

When the firewall is enabled on a WAN or LAN interface, all incoming IP traffic is BLOCKED. However, some IP
traffic can be ACCEPTED by setting up filters.

Choose Add or Remove to configure incoming IP filters.
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Incoming IP Fltering Setup
Device Info

Advanced Satup Vhen the fireweall 1= enabled ona WAN or LAR inte facs, all incoming IF traffic is BLOCKED. Howeever, some IF raffic can be ACCEPTED by setting up Filters.

Eayead Inbeidce Choose Add or Remove to cenfigure incoming IF fiftters.
WAN Sesvice
LAN Filter Name | Interfaces | [P Version Prornrnl|‘.\-rr.u-r.! Prefid ength | SrcPort | DsEIP] Preficlength llsrPortl |Ien|lwe=|
HAT
Security ;l Remove
IP Filtering
Outgomg

| MAC Filtesing

Click Add to enter the following screen:

Device Info Add 1P Filter — Incoming
Advanced Setup
Layer2 Interface
WEAN Service
LAN
RAT Far Hame:
Sequrity
1P Filtermg Pre
Outgoing

S
|| Tncomiing | &
HAL Filtaring i
Parental Control
Quunlity of Service e
Riitang
DHS WAN Interfaces (Configured in Rowting mode and with firewall enablzd) and LAN Interfaces
BsL Select ana ar e WA/LAN rcerfaces cisplay e0w [0 apgly Th ulE,
uppp
Print Saiver B Sdzct &) B ponoe_ethdjonoi.1 B
Sborage Service
Interface Groupng
1P Tunnel ApplnEae

Certificate

Multicast

This screen allows you to create a filter rule to identify incoming IP traffic by specifying a new filter name and at least
one condition below. All of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click
Apply/Save to save and activate the filter.

IPVersion: Select either 1Pv4 or IPv6.

Protocol: TCP/UDP, TCP, UDP and ICMP are available for your option.

Source IPaddress [/prefix length]: Enter the Internal IP address [/prefix length] to be filtered.

Source Port (port or port: port): Specify a port number or a range of ports used by PCs from external network to
access your internal network.

Destination IP address [/prefix length]: Specify the internal network IP address [/prefix length] to be accessed by the
specified PCs from external network.

Destination Port (port or port:port): Specify a port number or a range of ports used by PCs from external network to
access your internal network.

MAC Filtering

A bridge WAN service is needed to configure this service.

MAC Filtering is only effective on ATM PVCs configured in Bridge mode. FORWARDED means that all MAC layer
frames will be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED
means that all MAC layer frames will be BLOCKED except those matching with any of the specified rules in the
following table.

Choose Add or Remove to configure MAC filtering rules.
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Hams Page
MAC Filtering Satup
Dewice Info
Actvanced Setup
lLayar2 Inkarfaca

WAN Seruice MAC Filt=ring Palicy Far Each Interiace
WARNING: Changing from one policy to another of an interface will couse all defimed rules for that nterface to be REMOVED AUTOMATICALLY! You will need bo create new rules for the new polcy

M Filtarey nty affectve on ATM Fy nfigured gncgs mode. FORWARDED maans that all Mac bs frames will he FORWARDED e ose matching with rry of th pecified rules in the follwing ral BLOCKED
= that =1 MA mias il b BLECKED ecep these maiching with any of the spectiod rules i the fallawing bk

AN
HAY
Saourty
1P Filtesing
|| 1AL Hitenng

[Parental Control

Interface | Pudcy Change

atmoii FORWARD | [

EChange Paliy
Duality of Service -
Houteg hoose A or Remowe to canfigura MAC filtering mulas.
Dus

sl

i

SRS Add || Ramoa

Stormge Service

Inturface I”Dtllclal|[»-.-.-\;rl.l'.:lrjarl AL | Sourcs sAE | Frama Direction | Remave

AN

/¥ \ Warning!

Changing from one policy to another of an interface will cause all defined rules for that interface to be REMOVED
AUTOMATICALLY!You will need to create new rules for the new policy.

Click Add to enter the following screen:

Device Info Add MAC Filter
Advanced Setup
Layer? Intesface
WAN Service
LAN
HAT

Serurity

1P Filtering
Parental Control
Quabby of Service
Routing
DHS

pSL Savelapply

UPnP

Here you can create a filter to identify the MAC layer frames by specifying at least one condition below. If multiple
conditions are specified, all of them take effect. Click Save/Apply to save and activate the filter.

Protocol Type: Select a protocol type from the drop-down list.

Destination MAC Address: Enter the destination MAC address apply the MAC filtering rule to which you wish to
apply the MAC filtering rule.

Source MAC Address: Enter the source MAC address to which you wish to apply the MAC filtering rule.

Frame Direction: Select a frame direction from the drop-down list.

WAN Interfaces: Select a WAN interface from the drop-down list.

br_0_0_35/atm0.1 =

4.2.6 Parental Control

This section explains the following information:
» Time Restriction
* URL Filter

Time Restriction

Click Parental Control -> Time Restriction ->Add to enter the following screen.
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¥enda
D Tivfio Aopess Tiwe Resticsion
Advanco d Setup
Layer2 Interface
WAN Service Tris page adds Be o day resticoon b 3 specsl LBN deves cannacted tn the Routsr. The Biowsers MAC Bdrrass sutormaticaly cplys the MAC sdkdess of the LAN devics whane the Srowssr & running. To rstiict other LAN device, cick
e e e L T i e e e
NAT
Sacunity User —
Parental Control

e Filkes P ——

S

Quakty of Service —— )
Rauting
bHs Hon Tue Wed Thu Frl Sat Sun
s I EE
UPne
Print Sarver
Shorage Sernce Start Mo chiog S ik o
Interface Grouping End Blocieng Tima {thimen
P Tusnal I ApplpEae |
Certificate

Heme Page

Here you can add time of day restriction that an attached LAN device can access the Internet.

The Browser's MAC Address' automatically displays the MAC address of the LAN device where the browser is running.
To restrict other LAN device, click the "Other MAC Address" button and enter the MAC address of the other LAN

device.
User Name: Enter a user name.

Browser's MAC Address: Automatically adds the MAC address of the attached LAN device where the browser is

running.
Other MAC Address: Specify the MAC address of the computer that you want to apply Internet access restriction.
Days of the week: Click to select the days of the week during which you wish to restrict Internet access.

Start Blocking Time/ End Blocking Time: Specify time of day restriction to an attached LAN device. Within this

specified time length of the day, this LAN device will be blocked from Internet.
Apply/Save: Click to Apply/Save your settings.

URL Filter

Here you can add URL access restriction to specific LAN PCs.

URL Filter -- Please select the list type first then configure the fist entries. Maximum 100 entries can be configured.
Device Info

Advanced Setup URL List Type: € Exclude ' Include
Layer2 Interface
WAN Service
LAN
HAT

Seeunty Add Remave |
Parental Control

Time Restriction

i Quality of Service

|
Address | Port | Remove |

Select the URL List Type (Exclude or Include) first and then click Add to enter the screen below for configuring the list

entries. Maximum 100 entries can be configured.
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Device Info Parental Control -- URL Filter Add
Advanced Setup
Layer2 Interface Enter the URL address and port number then click "Apply/Save" to add the entry to the URL filcer.
WAHN Service
LAN
NAT r

Security | (Default B0 wil be applied if leave blank.)
Parental Control
Time Restriction
-EEEE Applysave |

Quality of Service
Routing

URL Address: Enter the URLs that a specific LAN PC cannot access.

Port Number: Specify the port number used by the web server. The default is 80, which is the standard protocol for web
servers.

Enter the URL address and port number then click "Apply/Save" to add the entry to the URL filter.

ANote:

If you have accessed the URL before you include it in a URL filter rule, you must reboot the router and erase it from your
PC to activate this URL filter rule. To erase the domain name from your PC, click Start -> Run, enter cmd and then type
ipconfig /flushdns.

4.2.7 Quality of Service

This section explains the following:

* QoS Queue

QoS Classification

If Enable QoS checkbox is selected, choose a default DSCP mark to automatically mark incoming traffic without
reference to a particular classifier. Click Apply/Save button to save it.
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Device Info QoS -- Queue Management Configuration
Advanced Setup
Layer2 Interface If Enable QoS checkbox is selected, choose a default DSCP mark to automatically mark incoming traffic without reference to a particular classifier. Click 'Apply/Save' button to save it.
WAN Service
LAN
NAT Note: If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.
Security
Parental Control Note: The default DSCP mark is used to mark all egress packets that do not match any dlassification rules.
QoS Queue ¥ Enable Qos
Qo5 Classification
Routing
- Select Default DSCP Mark|No Change(-1) ¥
DSL
UPnP

Print Server Apply/Save

Storage Service

Interface Grouping

Enable QoS: Check/uncheck to enable/disable the QoS feature.

ANote:

1. If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.
2. The default DSCP mark is used to mark all egress packets that do not match any classification rules.

QoS Queue

In ATM mode, maximum 8 queues can be configured.

In PTM mode, maximum 8 queues can be configured.

For each Ethernet interface, maximum 4 queues can be configured.

For each Ethernet WAN interface, maximum 4 queues can be configured.

To add a queue, click the Add button.

To remove queues, check their remove-checkboxes, then click the Remove button.

The Enable button will scan through every queues in the table. Queues with enable-checkbox checked will be enabled.
Queues with enable-checkbox un-checked will be disabled.

The enable-checkbox also shows status of the queue after page reload.

Note that if WMM function is disabled in Wireless Page, queues related to wireless will not take effects.
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Oos Quene Setup

Devica Info
Advanced Setup In ATM mode, maximum 8 queues can be configurad
, . In PTM mode, masimum 8 g can e configured.
Layes2 Interface For each Ethernst =ce, maximum 4 queuss can be configurad
WAN Service Far h Eths um 4 queues con be configured
Lan £
AT Tha Enabke hiackbox checked will be enabled, Queues with enable-checkbox un-checked will ba disabled,
Security The enabh

Note that s will not take effects.

Parental Confrol
Quality of Sarvice

Hanme Key | nterface | Okl | Prec/Alg/ Wght | pSL Latency | PTM Priority | Min Bt Rate(bps) | Shaping Rate(bps) | Burst Size{bytes) | Enable | Remave
QoS Classification WM Volce Friority 1 win B L{SF Enabled
Routing \WMM Voice Priority | 2 win 7 5P Enabled
s WMM Video Prienity | 3 wio 2 3/5P Enabled
DSL
UPnP WMN Vides Prinnty | 4 win 5 4/5F Enabied
Print Sarver WM Best Effort 5 wlld 4 5/5F Enabled
Storage Service WMM Background | 6 wla 6/gP Enabled

Interface Groupma

i o MM Background 7 ] 2 TISF Enabled

unn 4
Certificats VWM Best Effart a win BYSF Eriahied
fNEaasE Default Quewe | 37 | atmo 1 8/VIRR/1 Patho I
PV

Wireless Add || Enable Remove

Diagnostics

Management

To add a queue, click the Add button to enter the following screen.

L]
e =
Device Info QoS Queue Configuration
Advanced Setup
Layer2 Interface This screen allows you to configure a QoS gqueue and add i to a selected layer2 interface.
WAN Service
LAN [ame: |
NAT

Security Enable: |Enah|e 'I

Parental Control

Quality of Service TS I—LI

|___00S Queue |
QoS Classification
Routi |
outing Applysave
DNS
DSL

Here you can configure a QoS queue and add it to a selected layer2 interface.

QoS Classification

To add a rule, click the Add button.

To remove rules, check their remove-checkboxes, then click the Remove button.

The Enable button will scan through every rule in the table. Rules with enable-checkbox checked will be enabled. Rules
with enable-checkbox un-checked will be disabled.

The enable-checkbox also shows status of the rule after page reload.

If you disable WMM function in Wireless Page, classification related to wireless will not take effects.
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ﬁ. = l =
= Harrs Pagel

QoS Classification Setup — maomuem 32 s can be configured,

Dewice Info
Advanced Satup
Liyer2 Inberface 3 : s i e
WAN Service
LAK ok bake effects
1 CLASSIFIEATION CRITEREA CLASSIFCATION RESILTS
Security Chse Class [ethar  |sremac;  |Detmac)  [srcipf et | I [oscr (0210 |quows |nsce  [sozap Ratotms |
Parental Control PRI PP R A Mk |Pihdongth [Prefulengih | DEIOR pk [Oheeh ey Mk (M [k [Eisbie: Semowe

Quality of Service )
05 Quens ﬂ Enahla Famams

Routing

DHS

To add a rule, click the Add button to enter the following screen.

Add Network Traffic Class Rule

Device Info
Advanced Setup This screen creates a traffic class rule to classify the ingress traffic into a priority queue and optionally mark the DSCP or Ethernet priority of the packef.
Layer2 Interface Click 'Apply/Save' to save and activate the rule.

WAN Service Traffic Class Name:
LAN o
Rule Order: Last 'l

NAT
Rule Status: Enable x

Security - .
Specify Classification Criteria (A blank criterion indicates it is not used for classification.)

Parental Control R
Class Interface: LAM 'l

Quality of Service

Ether Type: 'l
QoS Queue
" QaS Classification | Source MAC Address:
Routing Source MAC Mask:
DNS Destination MAC Address:
DSL Destination MAC Mask:
UPnP Specify Classification Results (A blank value indicates no operation.)
Print Server Specify Class Queue (Required): -
Storage Service - Packets classified into a queue that exit through an interface for which the queue
Interface Grouping is not specified to exist, wil instead egress to the default queue on the interface.
1P Tunnel
Certificate Mark Differentiated Service Code Paoint (DSCP): -
Multicast
R Mark 802.1p priority: -
Wireless B
- Class non-vian packets egress to a non-vian interface wil be tagged with VID 0 and the class rule p-bits.
Diagnostics -
< - Class vlan packets egress to a non-vlan interface wil have the packet p-bits re-marked by the class rule p-bits. Mo additional vlan tag is added.
Management

- Class non-vlan packets egress to a vian interface wil be tagged with the interface VID and the class rule p-hits.

- Class vlan packets egress to a vlan interface will be additionally tagged with the packet VID, and the class rule p-bits.

Here you can create a traffic class rule to classify the ingress traffic into a priority queue and optionally mark the DSCP
or Ethernet priority of the packet.
Click Apply/Save to save and activate the rule.

4.2.8 Routing

This section explains the following:
« Default Gateway
» Static Route

Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be
used according to the priority with the first being the highest and the last one the lowest priority if the WAN interface is
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connected. Priority order can be changed by removing all and adding them back in again.

Device Info
Advanced Setup
LayarZ Intarfaca
WAN Seruice
Lan
HAT
Sacimily
Parenkal Contral
Qualty of Service
Lghitn

Salected Dafanlt

Gateuay bntarace

CIIE]

Avmikahile Routed WAN
liiteriates

Home Page

Default Gateway
Stabic Rowte
DHS
DsL

j
j

PP
Print Server
Storage Service
Interface Graupeng
1P Tuninet
Cartificate
Multicast
TV

Wireless AppinBave |

Diagnostics

Management

Selected Default Gateway Interfaces: Displays the selected default gateway interfaces. Select a WAN interface and

-
click the J button to move it to the Available Routed WAN Interfaces box.
Available Routed WAN Interfaces: Displays the available routed WAN interfaces. Select a WAN interface and click the

E
Jbutton to add it to the Selected Default Gateway Interfaces box.
Apply/Save: Click to save and activate your settings.

Static Route

Static routes provide additional routing information to your router. Typically, you do not need to add static routes.
However, when there are several routers in the network, you may want to set up static routing. Static routing determines
the path of the data in your network. You can use this feature to allow users on different IP domains to access the Internet
via this device. It is not recommended to use this setting unless you are familiar with static routing. In most cases,
dynamic routing is recommended, because this feature allows the router to detect the physical changes of the network
layout automatically. If you want to use static routing, make sure the router ’s DHCP function is disabled.

Routing -- Static Route (A maximum 32 entries can be configured)
Device Info

Advanced Setup NOTE: For system created route, the 'Remove’ checkbox is disabled.

Layer2 Interface R R
1P Version | DstIP/ PrefixLength|Gateway|1nterface|metrlc‘Remove|

WARN Service
LAN
Add Remove |
NAT
Security

Parental Control
Quality of Service
Routing

Default Gateway

Static Route
DHNS

Click Add to enter the following screen:
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Device Info

Advanced Setup

Routing -- Static Route Add

Er

WAN interface then click "Apply/Save” to add th

nter the destination netwaork address, subnet mask, gateway

Layer2 Interface

WAN Servica
LAN
NAT 1Pya -
Security li
Parental Control l—;l
Quality of Service I—
Routing
Default Gateway ptional: metric number should be greater than or equal to zero)
pns Apply/Save |

DSL
uPnp

IPVersion: Select either IPv4 or IPv6.

Destination IPaddress/prefix length: Enter the destination IP address and prefix length of the final destination.
Interface: Select an interface from the drop-down list.

Gateway IP address: Enter the gateway IP address, which must be a router on the same LAN segment as the router.
Metric: Enter a number in the Metric field. This stands for the number of routers between your network and the
destination.

Apply /Save: Click to apply and save your settings.

ANote:

1. Destination IP address cannot be on the same IP segment as WAN or LAN segment as the router.

2. Only configure additional static routes for unusual cases such as multiple routers or multiple IP subnets located on
your network. Wrong static routes may lead to network failure.

3. For system created route, the 'Remove’ checkbox is disabled.

4.2.9DNS

DNS Server (Static DNS)

The DNS server translates domain names to numeric IP addresses. It is used to look up site addresses based on their

names.
Select DNS Server Interface from available WAN interfaces OR enter static DNS server IP addresses for the system.

Here you can configure the WAN DNS address:

For IPv4:
-Click the Select DNS Server Interface from available WAN interfaces option
-OR select the Use the following Static DNS 1P address option and enter static DNS server IP addresses for the system

And then click Apply/Save.
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For IPv6:

-Select Obtain IPv6 DNS info from a WAN interface and Select a configured WAN interface for the IPv6 DNS server
information.

-Select Use the following Static IPv6 DNS address and enter the static IPv6 DNS server Addresses.

And then click Apply/Save.

Tenda

Drevice Enfo
Advanced Satup Elaict DG Sérvar Inteitace Som svatabl VAN Intarainss GR snter siatic NS ssryer 19 addrassss Tor the syssern, in 4TH rode, F anly 3 sngie FUCWth (P0R o Siatic TPoE piitacal & conhoined, Sttic DIl sérar T adiress
Layerd Intestace
WAN Serice

LAN

HAT

Sacurity

Parental Control
Quality of Service
Routing
[—

DS Server
Drymamic [HS

[0

UPup

B

Print Server
Storage Service
Intarfacs Grouping

atic BNS 1P address:

ANote:

1. DNS Server Interfaces can have multiple WAN interfaces served as system DNS servers but only one will be used
according to the priority with the first being the highest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in again.

2. In ATM mode, if only a single PVC with IPoA or static IPOE protocol is configured, Static DNS server IP addresses
must be entered.

3. If you cannot locate the static DNS server IP information, ask your ISP to provide it.

4. The default settings are recommended if you are unsure about the DNS server addresses. If a wrong DNS server
address is configured, webpages may not be open.

Dynamic DNS (DDNS)

If your Internet service provider (ISP) gave you a static (fixed) public IP address, you can register a domain name and
have that name associated with your IP address by public Domain Name Servers (DNS). However, if your ISP gave you
a dynamic (changing) public IP address, you cannot predict what your IP address will be, and the address can change
frequently. In this case, you can use a commercial Dynamic DNS service. It lets you register your domain to their IP
address and forwards traffic directed at your domain to your frequently changing IP address. If your ISP assigns a private
WAN [P address (such as 192.168.x.x or 10.x.x.x), the Dynamic DNS service does not work because private addresses
are not routed on the Internet.

Click Advanced Setup -> DNS -> Dynamic DNS to enter the Dynamic DNS screen.
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Dynainsic DS
Davice Info

Advanced Setup
Layer2 Interface
WANR Service
LAN Hostname | Username S-Ew'u:e|mterfzce Remove

Choose Add or Remove to configure Dynarmic DNS.

NAT
Parental Control
Quakty of Service
Routing
[

DHS Servar

I-D;mm

Tha Dynarmic DHS senice allows you W alias & dynamic T¢ addrace to.a static hosmame In any of the many demalng, alleswing your Broadband Router tu be more eas|ly aco

Click the Add button to configure the DDNS settings.

Tenda
Add Dynamic DNS
Device Info
Advanced Setup
Lavers indesdace This page allows you to add a Dynamic DNS address from DynDNS.org or TZO0, or NO-IP.
WAN Service D-DNS provider
LAN
NAT Hostname |
Security Interface pppoe_eth3/ppp0.1
Parental Control
Quality of Service DynDMS Settings
Routing Usemame | |
DNS Password | |
DNS Server
| Dynamic DNS |
D5SL
UPnP
Print Server
Storage Service

D-DNS Provider: Select your DDNS service provider from the drop-down menu.

Hostname: Enter the DDNS domain name registered with your DDNS service provider.

Interface: Specify a WAN connection interface.

Username: Enter the DDNS user name registered with your DDNS service provider.
Password: Enter the DDNS Password registered with your DDNS service provider.
Click Apply/Sawe to save your settings.

Example: NO-IP

Hostname: xhh3793.zapto.org
Username: giangweianbian
Password: 414637

Add Dynamic DNS

1 Select NO-IP from the D-DNS provider drop-down menu.

2 Enter your NO-IP hostname. Here is “xhh3793.zapto.org” for example.
3 Specify a WAN connection interface.
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Add Dynamic DNS

Device Info
Advanced Setup
Layer2 Interface

This page allows you to add a Dynamic DNS address from DynDNS.org or TZ0, or NO-IP.

AN e D-DNS provider NOIP v

LAN

NAT Hostname %hh3793 zapto.org |

Security Interface pppoe_eth3ippp0.1 v

Parental Control

Quality of Service NO IP Settings
Routing Usemame

DNS

Password

DNS Server

DSL

UPnP

Print Server
Storage Service
Interface Grouping
IP Tunnel

NO-IP Settings

1 Enter your NO-IP username. Here is “qiangweianbian” for example.

2 Enter the password of your NO-IP account. Here is “414637” for example.
3 Click Apply/Save to save your configuration.

Add Dynamic DNS

Device Info
Advanced Setup
Layer2 Interface

This page allows you to add a Dynamic DNS address from DynDNS.org or TZ0, or NO-IP.

AR Servioe D-DNS provider NOIP v

LAN

NAT Hostname xhh3793 zaplo.org |
Security Interface pppoe_eth3pppl 1
Parental Control

Quality of Service

Routing NO IP Settings
Usemame giangweianbian

Password sesnms

DNS

DNS Server
DsL

UPnP

Print Server

Interface Grouping

1P Tunnel
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Dynamic DNS
Devic: Info

Advanced Setup

Layerd Interface
WAN Service

Parental Comtrol
Quiality of Service
Routing
DNS

N5 Server

Dy mic DNS

DsL

The Dynamac DS service dllows you to allag a dynamic [P addrass 1o a2 static hostname im any of tha many doemains, allewing your Breadband Routar to be more exsly accassad from wanous locations on tha Intemet.

Choos= Add or Remaove to configore

Chynariic DS

Hostmame Usorpams Service | Intorface | Remove

prpo.L |

whh3793.zaptoong | glangwaanbian | noip

E Remaove:

4.2.10 DSL

This screen provides multiple ASDL modulation modes to meet diversified environments. You can also select phone line

pair and Capability.

DSL parameter configurations must be supported by ISP to take effect. Actual parameters (see Statistics-xDSL) resulted
from the negotiation between your router and ISP. Wrong configurations may fail your Internet access.

The best DSL configuratio

ns are the factory defaults. Only change them if you are instructed by your ISP or our

technical staff when your router fails to negotiate with ISP in DSL (ATM) mode. Usually, this failure can be identified

and confirmed if the ADSL

LED on the device keeps displaying a slow or quick blinking light.

Device Info
Advanced Setup
Layer2 Interface
WAN Service
LAN
NAT
Security
Parental Control
Quality of Service
Routing
DNS
uPnP
Print Server
Storage Service
Interface Grouping
IP Tunnel
Certificate
Multicast
IPTV
Wirelass
Diagnostics

Management

DSL Settings

Select the modulation below

M G.Drit Enabled

I G.lte Enabled
M T1.413 Enabled

¥ aDsLz Enabled

[? AnnexL Enabled

ApplyiSave | Advanced Setftings

Check the checkbox next to a modulation to enable it and then click Apply/Save.

Advanced Settings: Click it to enter the Advanced Settings screen as below.
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Device Info DSL Advanced Settings
Advanced Setup
Layer2 Interface Select the test mode below.
WAN Service
LAN
HAT

o)

Maorrmal

Reverb
Security
Parental Control Mediey
Quality of Service Mo retrain
Routing
DHNS

UPnP
- Applyl Tone Selection |
Print Server

Storage Service

O O o 0O

Interface Grouping

Here you can select the test mode and tone.

(\:;.

1)Tip:

If you are unsure about the ADSL parameters, please apply the factory default settings. Wrong configurations may fail
your Internet access.

4.2.11 UPnP

UPNP (Universal Plug and Play) allows Windows based systems to configure the device for various Internet applications
automatically. UPnP devices can automatically discover the services from other registered UPnP devices on the network.
If you use applications such as multiplayer gaming, peer-to-peer connections, or real-time communications, like instant
messaging or remote assistance (a feature in Windows XP), you should enable UPnP.

Device Info UPnP Configuration
Advanced Setup
Layer2 Interface NOTE: UPnP is activated only when there is a live WAN service with NAT enabled.
WAN Service
LAN ¥ Enable uPnp
NAT
Security
Parental Control M
Quality of Service
Routing
DNS
DSL
|_UPnP |

Print Server

Enable UPnP: Check/uncheck to enable/disable the UPnP feature.
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ANote:

UPNP is activated only when there isa live WAN service with NAT enabled.

4.2.12 Print Server (Available only in D301)

This page allows you to enable / disable printer support.

Davice Info Print Server settings

Advanced Setup

Layer2 Interface This page aliows you to enable / disable printer support.
WAN Service

LAN

HAT

Security Printer name I—
Parental Control Make and model I—

Quality of Service

Routing ApplyiSave |
DHNS

DSL

UPnP

Print Server

Storage Service

Enable on-board print server: Check/uncheck to enable / disable the printer support.
Printer name: Enter a descriptive name of your printer.

Make and model: Enter the make and model of your printer.

Apply/Save: Click to apply and save your settings.

4.2.13 Storage Service (Available only in D301)

The Storage service allows you to use Storage devices with the modem router to be more easily accessed.
This section explains the following:

« Storage Device Info

» User Account

Storage Device Info

This screen displays the information of the storage device as seen on the screenshot below.
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Device Info
Advanced Setup
Layer2 Interface
WAN Service
LAN
NAT

Security

Parental Control
Quality of Service
Routing

DHS

DSL

UPnP

Print Server
Storage Service

User Accounts

Interface Grouping

Si:Drage Service

The Storage service allows you to use Storage devices with modem to be more easily accessed

Volumename | FileSystem | Total Space | Used Space

User Account

This section allows you to Add, or Remove User Accounts.

Device Info
Advanced Setup
Layer2 Interface

WAN Service

LAN

HAT

Security

Parental Control

Quality of Service

Routing

DHS

DSL

UPnP

Print Server

Storage Service
Storage Device Info

Interface Grouping

IP Tunnel

Storage UserAccount Configuration

Choose Add, or Remove to configure User Accounts.

UserName | HomeDir | Remove |

Add Remove

To add a user account:

Click Add to enter the following screen:
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Device Info Storage User Account Setup

Advanced Setup
Layer2 Interface

WAN Service

LAN In the boxes below, enter the user name, password and volume name on which the home directory is to be created.
NAT

Security I

Parental Control Password: |
Quality of Service Confirm Password: I
Routing volumeName: |

DHNS

DSL

UPnP

Print Server

Storage Service
Storage Device Info Apply/Save |
User Accounts

Interface Grouping

IP Tunnel

Enter the user name, password and volume name on which the home directory is to be created.
Click Apply/Save to apply and save your settings.

To remove an existing user account:
Check Remove next to the user account.
Click the Remove button.

4.2.14 Interface Grouping

Interface Grouping supports multiple ports to PVC and bridging groups. Each group will perform as an independent
network. To support this feature, you must create mapping groups with appropriate LAN and WAN interfaces using the
Add button. The Remove button will remove the grouping and add the ungrouped interfaces to the Default group. Only
the default group has IP interface.

Hame Prge
Interfnce Grouping — A maximam 16 entries con be configured
Bavice Info
Advanced Setup
Layord tntarfaca
WA Service
Lan

AT Group ame | Remove | WA Interface | LAN Interfaces | DHCP Vendor IDs

Serurity peut o
Pasentad Control ki il
Quality of Sesvice o | lar
Routing |
nhs
psL .il Ry
[ S
Prink Server
Storaoe Senvics
Storage Davice Info
Ibser Acoounts
| Jnteda: Grovning |
1P Tunnel

Cartificate

Click Add to enter the screen below:
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Device Tnfo
Advanced Setup
Laver2 Interface
WAN Sanice
LA
HaT
Securty
Parental Control
Quality of Service

Routing

DS
DsL

UPnp

Print Server

IMPORTANT If 3 vendor 1D is confagured for a spacific cient device, pleass REBOOT the client device attached to the modem to- allow it to 0tain an approprate IP address,
Storage Seruice

Storage Device Info
Grougp Nams:

User Accowmts

WAN Interface wsed in the groapng[hr_0_0_35amm0 1 %

P Tunnel .

certificate

Multicazt

Ty
Wireless
CHagnastics

Managemant ’7
=

Group Name: The name of a configured rule.

WAN Interface used in the grouping: WAN connection to which the interface grouping rules apply.

Available LAN Interfaces: LAN interfaces that can be used for interface grouping.

Grouped LAN Interfaces: LAN interfaces that use specified WAN interface.

To create a new interface group:

Enter the Group name and the group hame must be unique and select either 2. (dynamic) or 3. (static) below:

If you like to automatically add LAN clients to a WAN Interface in the new group add the DHCP vendor ID string. By
configuring a DHCP vendor ID string any DHCP client request with the specified vendor ID (DHCP option 60) will be
denied an IP address from the local DHCP server.

Select interfaces from the available interface list and add it to the grouped interface list using the arrow buttons to create
the required mapping of the ports. Note that these clients may obtain public IP addresses.

Click Apply/Save button to make the changes effective immediately.

Grouped LAN Interfaces Availabla LAN Interfaces

ANote:

If a vendor ID is configured for a specific client device, please REBOOT the client device attached to the modem to
allow it to obtain an appropriate 1P address.

4.2.151P Tunnel

This section explains the following information:
* |IPv6inlPv4
* IPv4inIPv6

IPV6inlPv4

Click IPv6inlPv4 and Add to enter the following screen:
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Device Info IP Tunneling -- 6in4 Tunnel Configuration

Advanced Setup

Layer2 Interface Currently, only 6rd configuration is supported.

WAN Service

LAN Tunnel Name I—
NAT Mechanism: GRD -

Security Associated WAN Interface: I—;l
Etentaliianiral Associated LAN Interface: [Carmra =]

Quality of Service & Manual O Automatic

Routing

DNS

ESE IPv4 Mask Length: I
UPnpP a -

6rd Prefic with Prefix L-eng:h:l
Print Server

Border Relay IPv4 Address: I
Storage Service

Interface Grouping

IP Tunnel ApplyiSave |
IPvGinIPv4
IPv4inIPve

Certificate

Tunnel Name: Specify the name of the tunnel.

Mechanism: Currently, only DS-Lite configuration is supported.
Associated WAN Interface: Specify the WAN interface of the tunnel.
Associated LAN Interface: Specify the LAN interface of the tunnel.
Manual: If you select Manual, configure the following settings also:

IPv4 Mask Length: Specify the IPv4 Mask Length.

6rd Prefix with Prefix Length: Specify the 6rd Prefix with Prefix Length.
Border Relay I1Pv4 Address: Specify the Border Relay 1Pv4 Address.
Automatic: If Automatic is selected, no configurations are required.
Apply/Save: Click to apply and save your settings.

IPv4inIPv6
Click IPv4inlPv6 and Add to enter the following screen:

Device Info IP Tunneling — 4in6 Tunnel Configuration

Advanced Setup

Layer2 Interface Currently, only DS-Lite configuration is supported.

WAN Service

LAN Tunnel Name

NAT Mechanism: m
Security |_L|
Parental Control lm

Quality of Service

Routing
DHS
DSL
ApplyiSave |
UPnP
Print Server

Storage Service

Interface Grouping

IP Tunnel
IPvGinIPv4

IPv4inIPv6
Certificate
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Tunnel Name: Specify the name of the tunnel.

Mechanism: Currently, only 6rd configuration is supported.
Associated WAN Interface: Specify the WAN interface of the tunnel.
Associated LAN Interface: Specify the LAN interface of the tunnel.
Manual: If you select Manual, enter the AFTR information also:
Automatic: If Automatic is selected, no configurations are required.
Apply/Save: Click to apply and save your settings.

4.2.16 Certificate

This section explains the following information:
« Local Certificates
« Trusted CA (Certificate Authority) Certificates

Local Certificates

Here you can Add, View or Remove certificates. Local certificates are used by peers to verify your identity. Maximum 4

certificates can be stored.

Local Certificates
Device Info

Advanced Setup
Waximum 4 certificates can be stored.
Layer2 Interface
WAN Service
LAN
NAT
Security
Parental Control
Quality of Service
Routing
DHS
DSL
UPnP
Print Server
Storage Service
Interface Grouping
1P Tunnel
Certificate
Local

Trusted CA

Add, View or Remove certificates from this page. Local certificates are used by peers to verify your identity

Name|1n Use|5ubject|Type|Acti0n |

Create Certificate Request | Import Certificate |

To generate generate a certificate signing request:
Click the Create Certificate Request button to enter the page below.
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Device Info
Advanced Setup
Layer2 Interface
WAN Service
LAN
NAT
Security
Parental Control
Quality of Service
Routing
DNS
DSL
UPnP
Print Server
Storage Service
Interface Grouping
1P Tunnel
Certificate
Local
Trusted CA

Create new certificate request

To generate a certificate signing reguest you need to include Common Mame, Organization Name, State/Province Mame, and the 2-letter Country Code for the certificate.

Certificate Name:

—
—
—
—

Common Name:
Organization Name:

State/Province Name:

Country/Region Mame: | US (United States)

ADD'B‘l

Specify the Common Name, Organization Name and State/Province Name
Enter the 2-letter Country Code for the certificate.
Click Apply to apply your settings.

To Import certificate:

Click the Import Certificate button on the local certificates page to enter the page below.

Device Info
Advanced Setup
Layer2 Interface
WAN Service
LAN
NAT
Security

Parental Control
Quality of Service
Routing
DNS
DSL
UPnP
Print Server
Storage Service
Interface Grouping
IP Tunnel
Certificate
Local
Trusted CA
Multicast
IPTV
Wireless
Diagnostics

Management

Import certificate

Enter certificate name, paste certificate content and private key.

Certificate MName:

Private Key:

-—-BEGIN CERTIFICATE--—
<insert certificate here=
l-—--END CERTIFICATE-——

-—-BEGIN RSA PRIVATE KEY—
=insert private key here=
-—-END RSAPRIVATE KEY--—

3 | K
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Enter the certificate name.
Paste the certificate content and private key.
Click Apply to apply your settings.

Trusted CA (Certificate Authority) Certificates

Here you can Add, View or Remove CA certificates. CA certificates are used by you to verify peers' certificates.
Maximum 4 certificates can be stored.

Trusted CA (Certificate Authority) Certificates
Device Info

e e Add, View or Remove certificates from this page. CA certificates are used by you to verify peers' certificates.

Maximum 4 certificates can be stored
Layer2 Interface

WAN Service
LAN rlame|Subject|Type|Action|

NAT
Security Impoart Cerificate
Parental Control
Quality of Service
Routing
DHS
DSL
UPnP
Print Server
Storage Service
Interface Grouping
IP Tunnel
Certificate

Local
Multicast
IPTV

To Import certificate:
Click the Import Certificate button to enter the page below.

Device Info Import CA certificate

Advanced Setup

te name and paste certif

Layer2 Interface
WAN Service

LAN Certificate MName: I

NAT [—BEGIN CERTIFICATE-— =]
: =insert certificate here=
Security - END CERTIFICATE-—

Parental Control

Quality of Service

Routing

DNS

DSL Certificate:
UPnP

Print Server

Storage Service

Interface Grouping

1P Tunnel

Certificate ﬂ

Local

Trusted CA

Multicast

IPTV Apply |

Wireless
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Enter the certificate name.
Paste the certificate content.

Click Apply to apply your settings.

4.2.17 Multicast

Here you can configure the multicast feature.

To configure IGMP for IPv4

Check the LAN to LAN (Intra LAN) Multicast Enable box.
Check the Membership Join Immediate (IPTV) box. This is only required for IPTV.
Keep other options unchanged from factory defaults if you are not an advanced user. This is strongly recommended.

Device Info

WAN Service
LAN

NAT
Security

Routing
DNS
DSL
UPnP

Print Server

IP Tunnel
Certificate
| Multicast |
IPTV
Wireless
Diagnostics

Management

Advanced Setup
Layer2 Interface

Parental Control
Quality of Service

Storage Service

Interface Grouping

Multicast Precedence: IDisahIe 'I lower value, higher priority

IGMP Configuration

Enter IGMP protocol configuration fields if you want modify default values shown below.

Default Version: |3
Query Interval: I 128
Query Response Intenval: I 10
Last Member Query Intenval: I 10
Robustness Value: IE
Maxirmum Multicast Groups: IEE
Maxirmum Multicast Data Sources (for IGMPv3 @ (1 - 24): I 10
Maximum Multicast Group Members: IEE
Fast Leave Enable: g
LAMN to LAN (Intra LAN) Multicast Enable: v
Mebership Join Immediate (IPTV): -

MLD Configuration

Enter MLD protocol (IPvE Multicast) configuration fields if you want modify default values shown below.

Default Version:

Query Interval: I 128

To configure IGMP for IPv6

Check the LAN to LAN (Intra LAN) Multicast Enable box.
Keep other options unchanged from factory defaults if you are not an advanced user. This is strongly recommended.
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Robustness Value:

Device Info

Maximum Multicast Groups:

|2
|25
Advanced Setup
Maximum Multicast Data Sources (for IGMPv3 : (1 - 24): |1D
Layer2 Interface
iz Multicast Gr g 5 I
WAN Service Maximum Multicast Group Members: 25
LAN Fast Leave Enable: v
NAT LAN to LAM (Intra LAN) Multicast Enable: v
Security Mebership Join Immediate (IPTV): [
Parental Control

Quality of Service

Routing

DNS MLD Configuration

DSL

UPnP Enter MLD protocol (IPv6 Multicast) configuration fields if you want modify default values shown below.
Print Server

Storage Service Default Version: |2—
Interface Grouping Query Interval: 125

1P Tunnel

Query Response Interval: I 10
Certificate
Last Member Query Interval: I 10
| Multicast |
Robustness Value: |2
IPTV
iz Multicast Gr . I
s Maximum Multicast Groups: 10
Diagnostics Maximum Multicast Data Sources (for midv3): I 10
Management Maximum Multicast Group Members: I 10

Fast Leave Enable: v

LAM to LAN (Intra LAN) Multicast Enable: I

ApplySave |

4.2.181PTV

If you check the Enable IPTV checkbox, you must choose a layer2 interface, and then configure the PVC/VLAN info
(ATM), or ETH port/VLAN info (ETH). Click Apply/Save button to save it.
Enable IPTV: Check/uncheck to enable/disable the IPTV service.

Device Info IPTV -— IPTV Management Configuration
Advanced Setup
Layer2 Interfaca [F Emahls IPTV checkhox is selected, chonse lyer? inteface then configure the PYC/VLAN mfol ATM), or ETH port/VLAN infolE TH ). Chok ‘AnnhySaws’ button to save
WAN Service ble IPTV
LAN
NAT Selert Layerd [nterfacs
Py = ATW Interface
Parental Control  ETH Interface
Quality of Servics
Routing

Ths soreen alows you to configurs a ATM BYC.
o v [a [0-2557
DSL
WL FBS [3265535]
uPnp
PHNC Server
Storage Service
;320 -1 to both 802.1P Priory and 802,10 YLAN 1D,

Interface Grouping

P Prinry [0-7] -1
1P Tunmed
Certificate Eriter 802,10 VLAR ID [1-4084]: A1
Multicast

[T ApplSave |

Wirsless

For kagged sennce, enter vald B02.1F Prority and 802,10 VLAN D

For untagged serv

Erter &

DERgnostcs
Management
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QTip:

For tagged service, enter valid 802.1P Priority and 802.1Q VLAN ID.

For untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID.

4.3 Wireless

This section explains the following information:
* Basic

* Security

* MAC Filter

* Wireless Bridge
« Station Info

4.3.1 Basic

This page allows you to configure basic features of the wireless LAN interface. You can enable or disable the wireless
LAN interface, hide the network from active scans, set the wireless network name (also known as SSID) and restrict the
channel set based on country requirements.

Click Apply/Save to configure the basic wireless options.

Home Page

E— Nk T coiniuTe th baek i akist pbians
MAC Fiter
Wireless Rridge ¥ Enank wirekss
Station Info
Dagnostics

Manzgemont B i e it

Tanda_010001

JcHra k|

3
| EE- |

2ppliEae |

Enable Wireless: check/uncheck to enable/disable the wireless feature.

SSID: This is thepublic name of your wireless network.

Hide SSID (Hide Access Point): This option allows you to have your network names (SSID) publicly broadcast or if
you choose to enable it, the SSID will be hidden.

BSSID: Display the BSSID.

Country: Select your country.

Max Clients: The max wireless clients your wireless network can accept. Up to 8 clients can join your wireless network
at atime. The default setting is 8.

Channel: Select a channel or select Auto to let system automatically select one for your wireless network to operate on
if you are unsure. The best selection is a channel that is the least used by neighboring networks.
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4.3.2 Security

This page allows you to configure security features of the wireless LAN interface. You may setup configuration
manually OR through WiFi Protected Setup (WPS).

Jenda

Device Info Wireless -- Security
Advanced Setup

Wireless

Basic

| Security | oR

MAC Filter through WiFi Protcted Setup(WPS)
Wireless Bridge Mote: When both STA PIN and Authorized MAC are empty, PBC is used. If Hide Access Point enabled or Mac filter list s empty with “allow” chosen, WPS2 wil be disabled
Station Info
Diagnostics
Management WPS Setup
Enable WPS [Disabled =]

Manual Setup AP

Select 551D: Tenda_010001 >

MNebwork Authentication: Jpen -
WEP Encryption: Disabled *

WPS Setup

Wi-Fi Protected Setup makes it easy for home users who know little of wireless security to establish a home network, as
well as to add new devices to an existing network without entering long passphrases or configuring complicated settings.
Simply enter a PIN code on the device web interface or press hardware WPS button (on the back panel of the device) and
a secure wireless connection is established.

WPS Button: Press the hardware WPS button on the device for 1 second and the WPS LED will keep blinking for about
2 minutes. Within the 2 minutes, press the WPS button on your wireless computer or other device. When the WPS
displays a solid light, the device has joined your wireless network.

PIN: To use this option, you must know the PIN code from the wireless client and enter it in the corresponding field on
your device while using the same PIN code on client side for such connection.

Enable WPS: Check/uncheck to enable/disable the WPS function. It is enabled by default.

ANote:

1. To use the WPS security, the wireless client must be also WPS-capable.
2. When both STA PIN and Authorized MAC are empty, PBC is used. If Hide Access Point enabled or Mac filter list is
empty with "allow" chosen, WPS2 will be disabled.

Manual Setup AP
You can set the network authentication method, selecting data encryption, specify whether a network key is required to

authenticate to this wireless network and specify the encryption strength.
Click "Apply/Save" when done.
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Network Authentication: Select Open, Shared, WPA-PSK, WPA2-PSK or Mixed WPA/ WPA2-PSK from the
drop-down list to encrypt your wireless network.

Depending on the type of network authentication you select, you will be prompted to enter corresponding settings.

WEP Encryption: Select Enabled or Disabled.

Encryption Strength: Select 128-bit or 64-bit.

Current Network Key: Select a network key to be active.

Network Key 1/2/3/4: Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys; enter 5 ASCI|I
characters or 10 hexadecimal digits for 64-bit encryption keys.

WPA/WAPI passphrase: Enter a WPA/WAPI network key.

WPA Group Rekey Interval: Specify a key update interval.

WPA/WAPI Encryption: Select AES or TKIP+AES.

4.3.3 MAC Filter

The MAC-based Wireless Access Control feature can be used to allow or disallow clients to connect to your wireless
network.

Wireless -- MAC Filter

Device Info
Advanced Setup Select 55ID: W
Wireless
Basic
Serlirty MAC Restrict Mode: & pisabled ¢ allow ¢ Deny Note: If 'allow’ is choosed and mac filter is empty, WPS will be disabled

Wireless Brid
slrsaliin o MAC Address|Remwe|

Station Info

Diagnostics

Management Add Remaove |

Allow: Only allow PCs at specified MAC addresses (in the list) to connect to your wireless network.

Deny: Block only PCs at specified MAC addresses from connecting to your wireless network.

Disable: Disable this feature.

Add: Click to add a MAC address.

To delete an existing MAC address, first check the Remove box next to the MAC address in list and then click the
Remove button.

Example 1: To allow only the PC at the MAC address of 00:1A:3D:9C:BB:23 to connect to your wireless network, do as
follows:

Select Allow.

Click the Add button.

Enter 00:1A:3D:9C:BB:23 in the MAC address box as shown in the figure below:
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Device Info
Advanced Setup
Wireless
Basic
Security
Wireless Bridge
Station Info
Diagnostics

Management

Wireless - MAC Filter

Enter tha MAC address and click "Apply/Save” to add the MAC address to the wireless MAC address filters,

00:1A:30:9C: BB: 23

MAC Address:

Applysave |

Click Apply/Save.

Device Info
Advanced Setup
Wireless
Basic
Security
Wireless Bridge
Station Info
Diagnostics

Management

Wireless -- MAC Filter

Select SSID: ITenda_U1UUU1 'I

MAC Restrict Mode: ¢ Disabled & Allow 0 Deny Mote: If 'allow’ is choosed and mac filter is empty, WPS will be disabled

MAC Address Remove

-

00:1A:3D:9C:BB:23

Add Remaove |

ANote:

If “allow” is choosed and mac filter is empty, WPS will be disabled.

4.3.4 Wireless Bridge

This page allows you to configure wireless bridge (also known as Wireless Distribution System) features of the wireless

LAN interface.

Wireless distribution system (WDS) is a system enabling the wireless interconnection of access points in an IEEE 802.11
network. It allows awireless network to be expanded using multiple access points without the traditional requirement for
a wired backbone to link them.

Device Tnfo
Advanced SeCup
ke

Basic

Securiby

MAL Fiter

Station Info
Diagnostics

Hanagement:

Hame= Fangs

Wireless

dridge

" o update e
Chak Apply/Save” to configure the

Access Pom

=

Fesfiteshn | AenlyiSarm |

AP Mode: You can select Wireless Bridge (also known as Wireless Distribution System) to disable access point
functionality. Selecting Access Point enables access point functionality. Wireless bridge functionality will still be
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available and wireless stations will be able to associate to the AP.

Bridge Restrict: There are three options available: Enabled, Enabled (Scan) and Disabled. Select Disabled in Bridge
Restrict which disables wireless bridge restriction. Any wireless bridge will be granted access. Selecting Enabled or
Enabled (Scan) enables wireless bridge restriction. Only those bridges selected in Remote Bridges will be granted access.
The Enabled (Scan) enables wireless bridge restriction and automatically scans the remote bridges.Remote Bridges
MAC Address: Specify the MAC address of the remote bridge. If you select the Enabled (Scan) option in Bridge
Restrict, system automatically scans the remote bridges and you only need to select those bridges and their MAC
addresses will be added to automatically.

Refresh: Click to update the remote bridges. Wait for few seconds to update.

Apply/Save: Click to apply and save the settings.

ANote:

The WDS feature (also known as Wireless Bridge) can only be implemented between 2 WDS-capable wireless devices.
Plus, SSID, channel, security settings and security key must be exactly the same on both such devices.

4.3.5 Station Info

This page shows authenticated wireless stations and their status.

Jenda

Wireless -- Authenticated Stations

Device Info

This page shows authenticated wireless stations and their status.
Advanced Setup

Wireless MAC | Associated | Authorized ‘ SSID ‘ Interface ‘
Basic
Security Refresh
MAC Filter

Wireless Bridge
i Diagnostics

4.4 Diagnostics

The modem router is capable of testing the connection to your DSL service provider, the connection to your Internet
service provider and the connection to your local network. If a test displays a fail status, click "Rerun Diagnostic Tests"
at the bottom of this page to make sure the fail status is consistent. If the test continues to fail, click "Help" and follow
the troubleshooting procedures.

Hava Fage

Devier Info bi_0_0 35 Daghostics
Advanced Satun
Wiesisis

Managensant Test your
Tt your uth 1
Test your eth2

Test your

[EYl

T GAM 15 anvd-to-end peg)

Hed Sonmacion |

"I'a_s(l Tos i 0 Fa|
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4.5 Management

This section explains the following information:

« Settings
* System Logs
* Security Log

* SNMP Agent
» TR-069 Client

« Internet Time

« Access Control

« Update Software
* Reboot

4.5.1 Settings

This section explains the following information:
» Backup

« Update
« Restore Default

Backup

Here you can save a copy of your device’s configurations to your computer. Once you have configured the device, you
can save these settings to a configuration file on your local hard drive. The configuration file can later be imported to
your device in case the device is reset to factory default settings.

Davice Info Settings - Backup

Advanced Setup

Wireless Backup Broadband Router configurations. You may save your router configurations to = file on your PC.

Diagnostics

Management

| Settings | Backup Settings |
Backup

Update

Restore Default

Update

Here you can restore the configuration from a file saved on your PC.
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Device Info
Advanced Setup
wireless
Diagnostics
Management
Settings
Backup
Restore Default

System Log

Home Page
Tools -- Update Settings

pdate Broadband Router settings, You may update your router settings using your saved files,

Settings File Name: | Choose File | Mo file chosen
Update Settings

Restore Default

Under some circumstances

may need to remove the existing configuration and restore the factory default settings.

(for example, join a different network or unfortunately forgetting the login password), you

Device Info
Advanced Setup
Wireless
Diagnostics
Management
Settings
Backup
Update
Restore Default
System Log
Security Log

Tools — Restore Default Settings

Restore Broadband Router settings to the factory defaults.

Restore Default Settings

4.5.2 SystemLogs

Device Info

Advanced Setup

Wireless

Diagnostics

Management
Settings

| System Log |

Security Log
SHMP Agent
TR-069 Client
Internet Time

Access Control

The System Log dialog allows you to view the System Log and configure the System Log options.

System Log

The System Log dialog allows you to view the System Log and configure the System Log options.

Click "View System Log” to view tha System Log.

Click "Configure System Log” to configure the System Log options.

View System Log | Configure System Log
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To view the System Log, simply click View System Log.
System Log

Date/Tim E~|Fal:iﬁl:1,r|Eeveril:\_.r|l'u'le55age|

Refresh Close

To configure the System Log options, click Configure System Log.

Dewice Info System Log — Configurstion

Ayamoed Setisp

Wireless TF the lop mode & enabld, the systal pegin b bog 20 th celoctad wwente. For the Lag Level, 31 everts aiove or equd to the celarsad laval
ko, 1F the-sikickad riode s Rariobe of Both. waiis vl he serkt to-the soscked 3

Dlagrostcs

Harne Pags]

Management

Settings Setact tra desred vales and Cioi ' ApohySave’ I Configime the Systen g oRToRs
| System Log |
Socurity Lag
SHMP Agent
TR-D69 Client
Intemet Teme Disolay Lee
Accnes Contral Mude a3
Update Saftware
Reboot

AREEE

Log: If Enable is selected, the system will begin to log all the selected events.

Log Level: All events above or equal to the selected level will be logged.

Display Level: All logged events above or equal to the selected level will be displayed.

Mode: If the selected mode is ‘Remote’ or 'Both," events will be sent to the specified IP address and UDP port of the
remote syslog server. If the selected mode is 'Local or 'Both," events will be recorded in the local memory.

Server IPAddress: Specify the IP address of the remote syslog server.

Server UDP Port: Specify the UDP port of the remote syslog server.

Apply/Save: click to apply and save the system log settings.

4.5.3 Security Log

The Security Log page allows you to view the Security Log and configure the Security Log options. You can also save
Security Log to afile.

Device Info Security Log
Advanced Setup
Wiraless The Security Log dialog allows you to view the Security Log and configure the Security Log options.
Diagnostics
Management Click "View" to view the Security Log.
Saettings
System Log Click "Reset” to clear and reset the Security Log.
|_Security Log |
SHMP Agent Right-click here to save Security Log to 3 file.

TR-069 Client

Internet Time

Access Control View | Reset |

Update Software
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View: Click to view the Security Log.
Reset: Click to clear and reset the Security Log.

4.5.4 SNMP Agent

Simple Network Management Protocol (SNMP) allows a management application to retrieve statistics and status from

the SNIMP agent in this device.

Device Info
Advanced Setup
Wireless
Diagnostics
Management
Settings
System Log
Security Log
|___SNMP Agent |
TR-069 Client
Internet Time
Access Control
Update Software
Reboot

SNMP - Configuration
Simple Metwork Management Protocal (SMMP) allows a2 management application to retrieve statistics and status from the SMMP agent in this device.

Select the desired values and click "Apply" to configure the SNMP options.

& Disable ' Enable

I public
I private
I Tenda
I unknown
I unknown

SHNMP Agent

Read Community:
Set Community:
Systerm Mame:

System Location:

System Contact:

Trap Manager IP:

ID.D.D.D
Save/Apply |

SNMP Agent: Select “Enable” to activate the SNMP Agent feature or “Disable” to deactivate it.
Read Community: Specify a Read Community string. The default is public.

Set Community: Specify a Set Community string. The default is private.

System Name: Specify a descriptive system name.

System Location: Specify a system location.

System Contact: Specify a system contact.

Trap Manager IP: Specify the IP address of the Trap Manager.

4.55 TR-069Client

WAN Management Protocol (TR-069) allows an Auto-Configuration Server (ACS) to perform auto-configuration,
provision, collection, and diagnostics to this device.
Click the TR-069 Client tab to enter the TR-069 Client configuration screen as seen below:

Fenda

Device Info TR-06Y chent - Configurabion

Advanced Setup

wiraless VEAN Management Protocal (TR-069] alows a Aute-Configurstion Server [ACS) to perform auto-configuration, orovision, colecton, and degno
DMagnostics
Management Salect tha desirec valuss and click "apphy/Save” to configure tha TR-069 clent cptions

Sattings

Systam Log nform & o © Enab

Security Log

SNMP Agent Inform Interval 300

TR-069 Chenkt ACS URL Ii

Internet Tima W

Acoess Control

Update Softwara
Reboot

Applyi3ave | GetRFCleihods
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Inform: Select Enable/Disable to enable/disable the TR-069 Client function. By default, it is disabled.

Inform Interval: Specify the inform interval.

ACS URL.: Enter the ACS (Auto-Configuration Server) URL address.

ACS User Name: Enter the ACS (Auto-Configuration Server) user name.

ACS Password: Enter the ACS (Auto-Configuration Server) password.

WAN Interface used by TR-069 client: Select the WAN interface used by the TR-069 client from the drop-down list.
Display SOAP messages on serial console: If Enable is selected, SOAP messages will be displayed on serial console; if Disable &
selected, SOAP messages will not be displayed on serial console.

Connection Request Authentication: Check/uncheck to enable/disable the connection request authentication.
Connection Request User Name: Enter the connection request user name.

Connection Request Password: Enter the connection request password.

Connection Request URL: Specify the connection request URL.

4.5.6 Internet Time

This page is used to set the router’s system time. If Automatically synchronize with Internet time servers is checked,
the system will automatically connect to NTP server to synchronize the time.

Tenda

Device Info Time settings

Advanced Setup

Wireless This page allows you to the modem's time configuration.
Diagnostics
Management I automatically synchronize with Internet time servers
Settings
System Log First NTP time server: |ti|'ne.nist.g-:|'v' jl
Security Log Second NTP time server: |ntp1.tL|mm:.-'.c-Jm jl
SHEEEENEOE Third NTP time server: | None jl
L TEZ T Fourth NTP time server: |r-J-:|ne jl
Internet Time .
Fifth NTP time server: IN-Jne jl
Access Control
Update Software N
Time zone offsef: ||ZGI.-1T+DB:DD; Beijing, Chongguing, Hong Kong, Urumagi j

Reboot

Applyisave |

First/Second/Third/Fourth/Fifth NTP time server: Select a NTP time server from the drop-down list. If the NTP time
server you are looking for is not included in the list, select “Other” and then enter it manually in the box.
Time zone offset: Select your time zone from the drop-down list.

4.5.7 Access Control

This section explains the following information:
* Password
* AccessControl - Service

Password

Access to your broadband router is controlled through three user accounts: admin, support, and user.
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The user name "admin" has unrestricted access to change and view configuration of your Broadband Router.

The user name "support™” is used to allow an ISP technician to access your Broadband Router for maintenance and to run
diagnostics.

The user name "user" can access the Broadband Router, view configuration settings and statistics, as well as, update the
router's software.

Device Info Access Control -- Passwords

Advanced Setup

Wireless Access to your broadband router is controlled through three user accounts: admin, support, and user.
Diagnostics
Management The user name "admin” has unrestricced access to change and view configuration of your Broadband Router.
Settings
System Log The user name "support” is used to allow an ISP technician to access your Broadband Router for maintenance and to run diagnostics.
Security Log
SNMP Agent The user name "user” can zccess the Broadband Router, view configuration settings and statistics, as well as, update the router's software.

TR-069 Client

Internet Time Use the fields below to enter up to 16 characters and click "Apply/Save" to change or create passwords. Note: Password cannot contain a space.
Access Control

Passwords User Name: I
AccessCtrl Old Password: I
Update Software New Password: I
Reboot Confirm F‘ass-.;-nrd:l

Apply/Save |

User Name: Enter the user name of up to 16 characters.

Old Password: Enter the old password of up to 16 characters.
New Password: Enter a new password of up to 16 characters.
Confirm Password: Re-enter to confirm the new password.
Apply/Save: Click to change or create passwords.

ANote:

Password cannot contain a space.

Access Control - Service

Here you can manage the device either from LAN or WAN side using HTTP, ICMP, TELNET, SNMP and FTP.
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Device Info
Advanced Setup
Wireless
Diagnostics
Management
Settings
System Log
Security Log
SHMP Agent
TR-069 Client
Internet Time
Access Control
Passwords
Update Software
Reboot

Access Control -- Services

A Service Control List ("SCL") enables or disables services from being used.

Services LAN WAN

HTTP

K

Enable Enable

ICMP

K

Enable Enable

TELMET

<

Enable

SMMFP

<

Enable Enable

FTF

-
-
Enable -
-
-

<

Enable Enable

Apply/Save

ANote:

1. If youare not an advanced user, we suggest you keep the default settings.

2. To access the device from the LAN side, you must use the LAN IP address and log in as"admin™ or "user"; to access
the device from the WAN side, you must use the WAN IP address and log in as "support".
4.5.8 Update Software

Firmware upgrade is released periodically to improve the functionality of your device and add any new features. If you
run into a problem with a specific feature of the device you could log in to our website (www.tendacn.com) to download

the latest firmware to update your device.

Device Info
Advanced Setup
Wireless
Diagnostics
Management
Settings
System Log
Security Log
SHMP Agent
TR-069 Client
Internet Time
Access Control

Reboot

Home FPage
Tools -- Update Software
Step 1: Obtain an updated software image file from your ISP,

Step 2: Exter the path to the image file location in the box below or click the "Browse" button

to locate the image file.
Step 3: Click the "Update Software” button once to upload the new image file,

MOTE: The update process takes about 2 minutes to complete, and your Broadband Router will

reboot.

Software File Marme: | Choose File | Mo file chosen
Update Software
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To update software, do as follows:

Obtain an updated software image file from our website: www.tendacn.com.

Enter the path to the image file location in the box below or click the "Browse" button to locate the image file.
Click the "Update Software™ button once to upload the new image file.

ANote:

The update process takes about 2 minutes to complete, and your Broadband Router will reboot.

4.5.9 Reboot

Click the Reboot button to reboot the router.

Device Info
Advanced Setup Click the button below to reboot the router.

Wireless
Reboot |

Diagnostics

Management
Settings
System Log
Security Log
SHMP Agent
TR-069 Client
Internet Time
Access Control
Update Software
Reboot
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Appendix 1 Configure Your PC

Screens to configure TCP/IP properties in other Operating Systems are similar to those below.

Windows 7

Click Start-> Control Panel-> Network and Sharing Center-> Change adapter settings, select a desired Local Area
Connection and select Properties.

L‘ Local Area Connection
et
— Network 2

2

i ‘, Disable
Status

Diagnose
“ Bridge Connections

Create Shortcut

#' Rename

| ®  Properties

W Local Area Connection Properties. ﬂ

' Networking lAumenﬁwﬁon I Sharing

Connect uaing:
Q_' Reatek RTL8102E/RTL8103E Family PCI-E Fast Etheme

Double click Internet Protocol
Version 4(TCP/IPv4).

W s Link-Layer Topology Discovery Mapper /0 Driver
V| .4 Link-Layer Topology Discovery Responder

Description
Transmission Control Protocol/intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.
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— ih)
Internet Protocol Version 4 (TCP/IPv4)Properties M

1.Select Obtain an IP address
automatically

om IP address automatically

7) Use the following IP address:

2.Sé|ect Obtain DNS server
address automatically

%\IS server address automatically

Use the foliowing DNS server addresses:

Preferred DNS server:

Alternate DNS server:

Validate settings upo 3 CI | C k 0 K Advanced... |
’ jpveeet-

N i[ Cancel ]

4

4 Local Area Connection Properties e

Connect uaing:
Q Reatek PCle GBE Family Controler

This connection uses the following tems:

¥ ™ Clent for Microaolt Networks

= QoS Pocket Scheduler

[l File and Printer Sharing for Microsoft Netwarks
¥ 4 Intemet Protocol Wersion B(TCPIPVG)

¥ i Intemet Protocol Version 4(TCPIPwd)

¥| i | ink-Layer Topology Discovery Mapper U0 Driver
¥ . Link-Layer Topology Discovery Responder

| inatal.. Uninatal Proper
Description
Allows your computer to access resources on a Merosoft

| Click OK

(8] | Cancel
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MAC

Click on the Apple icon from the top-left corner and select System Preferences.

I3 Finder File Edit View

About This Mac
Software Update...
Mac OS X Software...

Dock
Location

Recent Items

Force Quit Finder

>
g
b
N4#ED

Personal
Eil‘e = i
cis B
Appearance Desktop & Dock Expose &
Screen Saver Spaces
Hardware
@ i
9 » 't
Bluetooth CDs&DVDs Displays Energy
Saver
Click Network
) Q &
MobileMe Network QuickTime Sharing
System
)
2 G » @
Accounts Date & Time Parental Software
Controls Update
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c ]

Status: Connected

Ethernet s currently active and hasthe 1P
@ Dluctooth e address 142.104.57.27,
Not Connected
FlreWire o c
Not Connected : ygﬂﬂ’ E
Wi-Fi =

® on 2.Choose Using DHCP

Router: 142.104.57.62

DNSServer: (142.104.6.1,142.104.80.2

Search Domains: uvicca
802.1X: | WPA:UVicDef... 18] [ Connect )

= 3.Click Apply
l‘hcmkthehckmmnlmnherrhanges ( assistme.. ) { Revert ) [ Woely S|
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Appendix 2 Join Your Wireless Network

Windows XP

a). Click Start-> Settings -> Control Panel;
b). Double click Network Connections, select the desired wireless network connection and then click View Available

Wireless Networks.
!‘TE!

Disable

View Available Wireless Networks
Status

Repair

Bridge Connections

Create Shortcut

Dalsfa
veiete

Rename

Properties

Double click the wireless network you wish
to connect.

L

1) St up 3 wireless network
& forahome or small office

Wireless Network Connection

The network “Tenda

networkkeyhelpspl 1.Enter a security key.
Type the key,and then

EP key or WPA key) A
this network.

Network Key:

(Z.Click Connect. ]l

Confirm network key: sesssscs
%&m < | wr—

When you see Connected displayed next to the wireless network you selected, you have connected to the wireless
network successfully.
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7"Local Area Connection 2

X

Network Tasks Choose a wir

-
A IConnected Successfully.
% Refresh network ist Clickan itemin the list y

< Setupawirelessnetwork ((1)) Tenda_xoux \ﬂ&eﬂ b

fora home or small office

[T 3|

'} Securit-enabled wireless network(WPA) I“l'

Related Tasks ((i)) Tenda_xxxxxx

) Learn about wireless Unsecured wireless network |l|'l
networking

¢ Change the order of
preferred networks

(" Change advanced
settings

)

Windows 7

Click Start-> Control Panel-> Network and Sharing Center-> Change adapter settings, select a desired wireless
connection and click Connect/Disconnect.

= | Wireless Network Connection
| =5 E Not Connected
|

R MM ) Do,
£ 8 BN N & T e I—k

‘.&' Disable )

Connect / Disconnect

1

o -
status

Diagnose
Bf' Bridge Connections

Create Shortcut
| )(;l!f e

% Rename

‘ ‘{'j‘ Properties
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Currently connected to:

Network 4
=3 Internet access

Tenda_xxxxxx

|| Connectautomatically

1.Find the wireless
network youwishto
connect.

2.Click Connect.

? Connecttoa N

1.Enter the security key.

Security key: ......./

V! Hide characters

[ 2.Click OK.

When you see Connected displayed next to the wireless network you selected, you have connected to the wireless
network successfully.

Currently connected to:

> Network 4
*1 " Internetaccess ‘

™ Tenda_XxxxxX
Internetaccess

Connected successfully. )

Tenda_XXXXXX med M
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MAC

Click n ->System Preferences.

I3 Finder File Edit View

About This Mac

Software Update...

Mac OS X Software...

Dock »
Location >
Recent Iltems £

Force QuitFinder YX{O®8Y

Sleep
Restart...
Shut Down...

Log Out helpdesk... {#Q

owAll |

| i
Personal
Appearance Desktop & Dock Expose &

Screen Saver Spaces

Select Network from
Internet & Network.

internet & Netwo!
) Q @
MobileMe Network QuickTime Sharing
System
2 & @ @
Accounts Date & Time Parental Software
Controls Update
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2.6.08 s

[« > | showau | Y
4(2.Click here to Turn Wi-Fi Onj

s - i~ Status: On
1.Click Wi-Fi B

Network Name| ¥ No network selected

Tenda_xxxxxx ]
Tenda_xxxxxx

3.Click No network selected
4 Selectthe wireless
network name of your router |

:'";v ’_‘;;‘**l (¥ Show Wi-Fi status in menu bar | Advanced... ?)

n
t‘ Click the lack to prevent further changes. Assist me..,

—~ [ 1.Enterthewire|esspassword.J

Password: [ sessssss I

¥ Show password
@ Re’“e’““( 2.Click on Join.]

(_ Cancel \m )

iPhone/iPad

N
1.Scroll screen to find the
Settingsicon.
2.Clicktheicon.
»

Settings
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[1 .Click Wi-Fi. |2.Click hereto open Wi-Fi]
Airplay e (TJoFF \§
Wi-Fi
k3 Bluetooth off Choose a Network...
nda_xxxxx; AT ©
DoNotDisturb (| OFF b i
@ Tenda_xxxxxx aT ©
Notifications
Ten% Chol >)
E General
B souds 3.Find the name of the
o memesad  Wireless network you wish
(@ Ficture Frame toconnect
o 4.Clickonit.
&y icloud Other... >
\_! Mail, Contacts, Calendars
— Ask to Join Networks c!‘
Note Known networks will be joined automatically. f no
[ seminders A ret e

2.Click here to join the wireless network.
Enter the password for “dianshang”
ﬁ Enter Password ¥
Password | “0

[1.Entera security key.

|

Settings Wi-Fi
B AiplaneMode () OFF
k4 Bluetooth Off Choose a Network...
- ChinaNet-YJ3M T ©
DoNotDisturb (| OFF
v Tenda_ MNgXxxx AT ©
(& notifications
dianshang AT ©
General 4
G sounes Connected successfully
(™ igh &Wall \
"By
&y Picture Frame as ©
Qo P
& icioud Other... >
i__! Mail, Contacts, Calendars
Ask to Join Networks [ on @
= Notes
Known networks will be joined automatically. if no
E] Reminders known networks are available, you will be asked
before joining a new network.
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Appendix 3 FAQs

1. What information should | have to access Internet via the ADSL uplink?

If you have DSL broadband service, you might need the following information to set up your modem router.

* Active Internet service provided by an ADSL account

* The ISP configuration information for your DSL account

- ISP login name and password

- Fixed or static IP address

Depending on how your ISP set up your Internet account, you could need to know the Virtual path identifier (VPI) and
virtual channel identifier (VCI) parameters for a manual setup.

2. | cannot access the device's management interface. What should | do?
1) \Verify the physical connection (hamely, the Ethernet cable) between your PC and the device. For details, see
Chapter 2 Hardware Install hereof.
2) Double check the TCP/IP settings on your PC. For details, see Appendix 1 Configure Your PC hereof.
3) Press the WPS/RST button on the device and then re-access the management interface.
4) Change the Ethernet cable that connects your PC and the device.
5) Try accessing device management interface from other PCs, smart phones or iPads.
6) Connect your PC alone to one of the LAN ports on the device.

3. | forget the wireless security key. What should | do? (How do | configure or change the sec urity key?)
Try the default security key, which can be seen from the label attached to the device bottom.
« |Ifstep 1 works, access the device web manager and customize a new security key.
« Ifstep 1 does not work, press the WPS/RST button on the device to restore factory default settings. And then log in
to the device web manager to customize a new security key.

4. My notebook is unable to search wireless networks, what should I do?
1) Verify that wireless service is enabled on your notebook by checking the wireless hardware or software button on
your notebook. The hardware button is usually located on the side of your notebook. Note that some notebooks
may not have such hardware button. Software button can be implemented by pressing Fn+ @\ Fn is situated on

the bottom left corner of your keyboard, . may be any key between F1-F12 depending on what type of
keyboard you are using.

2) Log in to the device, select Advanced-> Wireless-> Basic and change the wireless network name (SSID). Then
search again.

Follow below steps to verify that wireless service is enabled on your notebook (for Windows XP OS only).
From the desktop, right click on the My Computer icon and select Manage. Select Services and Applications, double
click Services and view the status of Wireless Zero Configuration. If Status dose not display Started, right click the
Wireless Zero Configuration and select Start; if Startup Type displays Disabled, right click the Wireless Zero
Configuration, select Properties; from the Startup Type drop-down list box, select Automatic and then click Start in
Service Status.

5. Why cannot | connect to the searched wireless network?
1) \erify that you entered a correct security key.
2) Log in to the device, select Advanced-> Wireless and change the wireless network name (SSID). Then connect
again.
3) Log in to the device, select Advanced-> Wireless-> Security and change the security settings. Then connect again.

6. Where should | place the wireless device for optimum performance?
1) Place it in the center to extend wireless coverage as far as possible.
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2) Never place the device near to metal objects or in direct sunshine.

3) Keep it far away from devices that use the 2.4 GHz radio wave frequency to transmit and receive data, such as
802.11g/n wireless network devices, electronic devices such as cell phones, radio transmitters, blue tooth, cordless
phones, fax machine, refrigerator and microwaves to avoid electronic interference.
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Appendix 4 VPI/VCI List

The following table lists common ISPs and their VPI and VVCI numbers. If you cannot locate your ISP and their VPI and
VCI information here, ask your ISP to provide it.

Country ISP VPI VCI | Encapsulation
Australia Telstra 8 35 PPPOALLC
Australia GoldenlIT 8 35 _PPPOA VCMUX
Australia Telstra Bigpond 8 35 PPPOE_LLC
Australia OptusNET 8 35 PPPOE_VCMUX
Australia AAPT 8 35 PPPOE_VCMUX
Australia ADSL Direct 8 35 PPPOE_LLC
Australia Ausie Broadband 8 35 PPPOE_LLC
Australia Australia On Line 8 35 PPPOA VCMUX
Australia Connexus 8 35 PPPOE_LLC
Australia Dodo 8 35 PPPOE_LLC
Australia Gotalk 8 35 PPPOE_VCMUX
Australia Internode 8 35 PPPOE_VCMUX
Australia iPrimus 8 35 PPPOA_VCMUX
Australia Netspace 8 35 PPPOE_VCMUX
Australia Southern Cross Telco 8 35 PPPOE_LLC
Australia TPG Internet 8 35 PPPOE_LLC
Argentina Telecom 0 33 PPPOE LLC
Argentina Telefonica 8 35 PPPOE LLC
Argentina 1 33 PPPoAVC-MUX
Belgium ADSL Office 8 35 1483 Routed IP LLC
Belgium Turboline 8 35 PPPOALLC

Belgium Turboline 8 35 1483 Bridged IP LLC
Belgium ADSL Office 8 35 1483 Bridged IP LLC
Bolivia 0 34 1483 Routed IP LLC
Brazil Brasil Telcom 0 35 PPPOELLC

Brazil Telefonica 8 35 PPPOELLC

Brazil Telmar 0 33 PPPOELLC

Brazil South Region 1 32 PPPOELLC

Canada Primus Canada 0 35 PPPOE LLC

Canada Rogers Canada (1) 0 35 PPPoOE LLC

Canada Rogers Canada (2) 8 35 1483 Bridged IP LLC
Canada Rogers Canada (3) 0 35 1484 Bridged IP LLC
Canada BellSouth(1) Canada 8 35 PPPOELLC

Canada BellSouth(2) Canada 0 35 PPPOELLC

Canada Sprint (1) Canada 0 35 PPPOALLC

Canada Sprint (2) Canada 8 35 PPPOELLC

Canada \krizon (1) Canada 0 35 PPPOELLC
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Canada \krizon (2) Canada 0 35 1483 Bridged IPLLC

Colombia EMCALI 0 33 PPPoA VC-MUX

Columbia ETB 0 33 PPPOELLC

CostaRica ICE 1 50 1483 Routed IP LLC

Czech Republic 8 48 1483 Bridged IP LLC

Denmark Cybercity, Tiscali 0 35 PPPoA VC-MUX

Dominican Republic 0 33 1483 Bridged IP LLC

Dubai 0 50 1483 Bridged IP LLC

Egypt: TE-data 0 35 1483 Bridged IP LLC

Egypt: Linkdsl 0 35 1483 Bridged IP LLC

Egypt: \bdafone 8 35 1483 Bridged IP LLC

Finland Saunalahti 0 100 1483 Bridged IP LLC

Finland Elisa 0 100 1483 Bridged IP LLC

Finland DNA 0 100 1483 Bridged IP LLC

Finland Sonera 0 35 1483 Bridged IP LLC

France Free 8 36 LLC

France (1) Orange 8 35 PPPOELLC

France (2) 8 67 PPPOE LLC

France (3) SFR 8 35 PPPoA VC-MUX

Germany 1 32 PPPOELLC

Hungary Sci-Network 0 35 PPPOE LLC

Iceland Islandssimi 0 35 PPPoA VC-MUX

Iceland Siminn 8 48 PPP0OA VC-MUX

India Airtel 1 32 1483 Bridged IP LLC

India BSNL 0 35 1483 Bridged IP LLC

India MTNL 0 35 1483 Bridged IP LLC

India RELIANCE 0 35 PPPOE LLC
COMMUNICATION

India TATA INDICOM 0 32 PPPOE LLC

India CONNECT 32 PPPOE LLC

'Tr:jlf::r:zt Speedy 8 81 | PPPOELLC

Iran [Shatel] _ 0 35 | PPPOE LLC
Aria-Rasaneh-Tadbir

Iran Asia-Tech 35 PPPOE LLC

Iran Pars-Online (Tehran) 0 35 PPPOE LLC

Iran Pars-Online (Provinces) 0 59 PPPOE LLC

Iran [Saba-Net] 0 35 | PPPOE LLC
Neda-Gostar-Saba

Iran Pishgaman-Tose 0 35 PPPOE LLC

Iran Fan-Ava 8 35 PPPOE LLC

Iran Datak 0 35 PPPOE LLC

Iran Laser (General) 0 35 PPPOE LLC

Iran Laser (Privates) 0 32 PPPOE LLC

Iran Asr-Enteghal-Dadeha 8 35 PPPOE LLC
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T,

Ter
Iran Kara-Amin-Ertebat 0 33 PPPOE LLC
Iran ITC 0 35 PPPOE LLC
Iran (1) 0 35 PPPOE LLC
Iran (2) 8 81 PPPOE LLC
Iran Dadegostar Asre Novin 0 33 PPPOE LLC
Israel 8 35 PPPoA VC-MUX
Israel(1) 8 48 PPP0A VC-MUX
Italy 8 35 1483 Bridged IP LLC
Italy 8 35 PPP0oA VC-MUX
Jamaica (1) 8 35 PPPoA VC-MUX
Jamaica (2) 0 35 PPPoA VC-MUX
Jamaica (3) 8 35 1483 Bridged IP LLC SNAP
Jamaica (4) 0 35 1483 Bridged IP LLC SNAP
Kazakhstan Kazakh.t elecom 0 40 LLC/SNAP Bridging

«Megaline»

Kazakhstan 0 33 PPPoA VC-MUX
kuwait unitednetwork 0 33 1483 Bridged IP LLC
Malaysia Streamyx 0 35 PPPOE LLC
Malaysia 0 35 PPPOE LLC
Mexico Telmex (1) 8 81 PPPOE LLC
Mexico Telmex (2) 8 35 PPPOELLC
Mexico Telmex (3) 0 81 PPPOELLC
Mexico Telmex (4) 0 35 PPPOE LLC
morocco 1AM 8 35 PPPOE
Netherlands BBNED 0 35 PPP0A VC-MUX
Netherlands MXSTREAM 8 48 1483 Bridged IP LLC
Netherlands BBNED 0 35 1483 Bridged IP LLC
Netherlands MX Stream 8 48 PPPoA VC-MUX
New Zealand Xtra 0 35 PPPoA VC-MUX
New Zealand Slingshot 0 100 PPPoA VC-MUX
Orange Nyumbani
(Kenya) 0 35 PPPOELLC
Pakistan (PALESTINE) 8 35 1483 Bridged IP LLC
Pakistan for PTCL 0 103 1483 Bridged IP LLC
Pakistan (cyber net) 8 35 PPPoOE LLC
Pakistan (linkDotnet) 0 35 PPPOALLC
Pakistan(PTCL) 8 81 PPPOE LLc
Philippines(1) 0 35 1483 Bridged IP LLC
Philippines(2) 0 100 1483 Bridged IP LLC
Portugal 0 35 PPPOELLC
Puerto Rico Coqui.net 0 35 PPPOALLC
RomTelecom Romania: 0 35 1483 Bridged IP LLC
Russia Rostel 0 35 PPPOELLC
Russia Port telecom 0 35 PPPOE LLC
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Russia VNTC 8 35 PPPOELLC
Saudi Arabia (1) 0 33 PPPOE LLC
Saudi Arabia (2) 0 35 PPPOE LLC
Saudi Arabia (3) 0 33 1483 Bridged IP LLC
Saudi Arabia (4) 0 33 1483 Routed IP LLC
Saudi Arabia (5) 0 35 1483 Bridged IP LLC
Saudi Arabia (6) 0 35 1483 Routed IP LLC
Spain Arrakis 0 35 1483 Bridged 1P VC-MUX
Spain Auna 8 35 1483 Bridged IP VC-MUX
Spain Comunitel 0 33 1483 Bridged IP VC-MUX
Spain Eresmas 35 1483 Bridged IP VC-MUX
Spain Jazztel 35 IPOE VC-MUX
Spain Jazatel ADSLZ ! 8 35 1483 Bridged 1P LLC-BRIDGING
Desagregado

Spain OpenforYou 8 32 1483 Bridged IP VC-MUX
Spain Tele2 8 35 1483 Bridged IP VC-MUX
Spain Telefonica (Espafia) 8 32 1483 Bridged IP LLC/SNAP
Spain Albura, Tiscali 1 32 PPPoA VC-MUX
Spain Colt Telecom, Ola Internet | 0 35 PPPoA VC-MUX
Spain EresMas, Retevision 8 35 PPPoA VC-MUX
Spain Telefonica (1) 8 32 PPPOELLC
Spain Telefonica (2), Terra 8 32 1483 Routed IP LLC
Spain Wanadoo (1) 8 35 PPPoA VC-MUX
Spain Wanadoo (2) 8 32 PPPoOE LLC
Spain Terra 8 32 1483 Bridged IP LLC/SNAP
Spain Terra 8 32 1483 Bridged 1P LLC/SNAP
Spain Uni2 1 33 1483 Bridged 1P VC-MUX
Spain Orange 8 35 1483 Bridged IP VC-MUX
Spain Orange 20 Megas 8 35 LLC-BRIDGING
Spain Orange 8 32 1483 Bridged IP LLC/SNAP
Spain Ya.com 8 32 1483 Bridged IP VC - MUX
Spain Ya.com 8 32 1483 Bridged IP LLC/SNAP
Spain Wanadoo (3) 8 32 1483 Routed IP LLC
SpainWanadoo 8 32 1483 Bridged IP LLC
Sri Lanka

8 35 PPPOE LLC
Telecom-(SLT)
Sweden Telenordia 8 35 PPPoE
Sweden Telia 8 35 1483 Routed IP LLC
Switzerland 8 35 1483 Bridged IP LLC
Switzerland 8 35 PPPOE LLC
Telefdnica (Argentina) 8 35 1483 Bridged IP LLC-based
Telefonica (Peru) 8 48 1483 Bridged 1P VC-MUX
Thailand TRUE 0 100 PPPOELLC
Thailand TOT 1 32 PPPOELLC
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Thailand 3BB 0 33 PPPOELLC

Thailand Cat Telecom 0 35 PPPOELLC

Thailand BuddyBB 0 35 PPPOELLC

Trinidad & Tobago TSTT 0 35 PPPoA VC-MUX
Turkey (1) 8 35 PPPOE LLC

Turkey (2) 8 35 PPPoAVC-MUX
UAE (Al sahmil) 0 50 1483 Bridged IP LLC
United States 4DV.Net 0 32 PPP0A VC-MUX
United States All Tel (1) 0 35 PPPoOE LLC

United States All Tel (2) 0 35 1483 Bridged IP LLC
United States Ameritech 8 35 PPPOALLC

United States AT&T (1) 0 35 PPPOE LLC

United States AT&T (2) 8 35 1483 Bridged IP LLC
United States AT&T (3) 0 35 1483 Bridged IP LLC
United States August.net (1) 0 35 1483 Bridged IP LLC
United States August.net (2) 8 35 1483 Bridged IP LLC
United States BeliSouth 8 35 PPPOE LLC

United States Casstle.Net 0 96 1483 Bridged IP LLC
United States CenturyTel (1) 8 35 PPPoOE LLC

United States CenturyTel (2) 8 35 1483 Bridged IP LLC
United States Coqui.net 0 35 PPPOALLC

United States Covad 0 35 PPPOELLC

United States Earthlink (1) 0 35 PPPOE LLC

United States Earthlink (2) 8 35 PPPOE LLC

United States Earthlink (3) 8 35 PPPoE VC-MUX
United States Earthlink (4) 0 32 PPPOALLC

United States Eastex 0 100 PPPOALLC

United States Embarq 8 35 1483 Bridged IP LLC
United States Frontier 0 35 PPPOELLC

United States Grande ommunications 1 34 PPPOELLC

United States GWI 0 35 1483 Bridged IP LLC
United States Hotwire 0 35 1483 Bridged IP LLC
United States Internet Junction 0 35 1484 Bridged IP LLC
United States PVT 0 35 1485 Bridged IP LLC
United States QWest (1) 0 32 PPPOALLC

United States QWest (2) 0 32 PPPoA VC-MUX
United States QWest (3) 0 32 1483 Bridged IP LLC
United States QWest (4) 0 32 PPPoOE LLC

United States SBC (1) 0 35 PPPoOE LLC

United States SBC (2) 0 35 1483 Bridged IP LLC
United States SBC (3) 8 35 1483 Bridged IP LLC
United States Sonic 0 35 1484 Bridged IP LLC
United States SouthWestern Bell 0 35 1483 Bridged IP LLC
United States Sprint (1) 0 35 PPPOALLC
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United States Sprint (2) 8 35 PPPOELLC

United States Sprint Territory 0 35 PPPOE LLC

United States SureWe§t . 0 34 1483 Bridged LLC Snap
Communications(1)

United States SureWeét . 0 32 PPPoE LLC
Communications(2)

United States SureWest. . 0 32 PPPOALLC
Communications(3)

United States Toast.Net 0 35 PPPOELLC

United States Uniserv 0 33 1483 Bridged IP LLC

United States US West 0 32 PPPoA VC-MUX

United States \krizon (1) 0 35 PPPoOE LLC

United States \krizon (2) 0 35 1483 Bridged IP LLC

United States Windstream 0 35 PPPOE LLC

United States \krizon (2) 0 35 1483 Bridged IP LLC

United Kingdom (1) 0 38 PPPoA VC-MUX

United Kingdom (2) 0 38 PPPOE LLC

United Kingdom AOL 0 38 PPPoE VC-MUX

United Kingdom Karoo 1 50 PPPoOALLC

UK 0 38 1483 Bridged IP LLC

Uzbekistan Sharg Stream 8 35 PPPoE LLC

Uzbekistan Sarkor 0 33 PPPOE LLC

Uzbekistan TShTT 0 35 PPPoOE LLC

\£nezuela CANTV 0 33 1483 Routed IP LLC

Vietnam 0 35 PPPOE LLC

Vietnam VDC 8 35 PPPOE LLC

Vietnam Viettel 8 35 PPPOE LLC

Vietnam FPT 0 33 PPPOELLC
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Appendix 5 Regulatory Compliance Information

Ce

CE Mark Warning

This is a Class B product. In a domestic environment, this product may cause radio interference, in which case the user
may be required to take adequate measures. This device complies with EU 1999/5/EC.

NOTE: (1) The manufacturer is not responsible for any radio or TV interference caused by unauthorized modifications to
this equipment. (2) To avoid unnecessary radiation interference, it is recommended to use a shielded RJ45 cable.

FC

FCC Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This
device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference to
radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try

to correct the interference by one of the following measures:
— Reorient or relocate the receiving antenna.

— Increase the separation between the equipment and receiver.

— Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

— Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void
the user's authority to operate this equipment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

The manufacturer is not responsible for any radio or TV interference caused by unauthorized modifications to this
equipment.

Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment
should be installed and operated with minimum distance 20cm between the radiator & your body.

NOTE: (1) The manufacturer is not responsible for any radio or TV interference caused by unauthorized modifications
to this equipment. (2) To avoid unnecessary radiation interference, it is recommended to use a shielded RJ45 cable.
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